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People’s right to privacy

Persons have the right to conceal their data

Internet searchable directories may be international
transfers of personal data
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None, they just want it to work
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The user must have control of her data

Server side

The solution must work whichever the interface.
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create a nice web form

Directory attribute for holding the preferences

irisUserPrivateAttribute
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Lawyers seem happy

The solution is simple

And it even

WORKS

do you want me to show how?
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Appendix OpenLDAP ACLs

OpenLDAP ACLs I
Privacy policy for students

irisUserPrivateAttribute may have a value of all or may be
empty, denying or allowing access to ALL optional attributes,
defined in attrs. Actually, our present policy for student personal
data, denies access to the whole entry.

Deny access to all attributes
access to dn.subtree="idnc=usr,dc=uma,dc=es"

filter="(&(eduPersonAffiliation=student)
(irisUserPrivateAttribute=all))"

attrs=entry
by * none
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Appendix OpenLDAP ACLs

OpenLDAP ACLs II
Privacy policy for students

If a student clears her irisUserPrivateAttribute, then the system
allow access to the entry and, then, to the policy permitted
attributes, so they may be shown.

Allow access to permited attributes
access to dn.subtree="idnc=usr,dc=uma,dc=es"

filter="(eduPersonAffiliation=student)"
attrs=entry,displayName,mail,telephoneNumber
by * read
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Appendix OpenLDAP ACLs

OpenLDAP ACLs III
Privacy policy for non students

The organization may decide that an entry should not appear in
searches. Then irisUserPrivateAttribute receives the value
entry .

Blocking all access
access to dn.subtree="idnc=usr,dc=uma,dc=es"

filter="(irisUserPrivateAttribute= entry )"
by * none
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Appendix OpenLDAP ACLs

OpenLDAP ACLs IV
Privacy policy for non students

The user may decide which attributes should be hidden to
anonymous searches, from a set defined by the organization’s
policy. irisUserPrivateAttribute holds the values of such
attributes. In case the search is done by a bound user, the
attribute is shown.

Blocking access to the phone number
access to dn.subtree="idnc=usr,dc=uma,dc=es"

filter="(irisUserPrivateAttribute=telephoneNumber)"
attrs=telephoneNumber
by users read
by * none
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Appendix OpenLDAP ACLs

OpenLDAP ACLs V
Privacy policy for non students

The user may decide to hide all attributes in the set defined by
the organization’s policy. In such case, irisUserPrivateAttribute
holds a value of all . If the search is done by a bound user, the
attributes are shown.

Blocking access to all attributes
access to dn.subtree="idnc=usr,dc=uma,dc=es"

filter="(irisUserPrivateAttribute=all)"
attrs=mail,telephoneNumber,facsimileTelephoneNumber
by users read
by * none
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