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Industria 4.0 frente a Industria Conectada 4.0

* El concepto

e En otros paises
e Industrie 4.0 (en aleman) aparece en 2011 en la Feria de Hanover de Alemania

 En 2013 en la misma feria: informe de este concepto y su futura implantacion
o Septiembre de 2015 el Parlamento Europeo adopta como suyo el concepto de la Industria
4.0
* En Espafna
* 2014 el Gobierno de Espaiia lanza la iniciativa Industria Conectada 4.0 (1C4.0)

e Anade al concepto “Industria” la capacidad de la “Conectividad”, elemento clave en la
transformacion digital de la industria y de los servicios afines.

* Estainiciativa esta alineada y es complementaria a dos iniciativas nacionales: la Agenda
Digital y la Agenda para el Fortalecimiento del Sector Industrial en Espaina, aprobada por
el Consejo de Ministros el 11 de julio de 2014.
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¢ Digitalizar o Conectar?

* iEs lo mismo digitalizar que conectar?

e Digitalizacion:
* Trasplantar tecnologias de |la informacidn a la industria.
* Aplicaciones sobre equipos ya conectados.
* El potencial de innovacion esta limitado.

e Conectar:
» Habla de trasplantar tecnologias de la comunicacion a la industria.
* Se posibilita interconectar mundos hasta ahora desconectados.
* Nuevas oportunidades para innovar.

* Conectar es la especialidad de |la Ingenieria de Telecomunicacion
* En particular, la Ingenieria Telematica (la ingenieria de Internet) .
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Las redes en |la Industria

* No son redes tradicionales

e Con autdmatas programables (PLC) y sus protocolos.
 Modbus, Profibus

e Con protocolos estandarizados propios que responden a necesidades especificas:

* Ethernet Industrial: (IEC 62439-3:2016)

* HSR (High-availability Seamless Redundancy)
* PRP (Parallel Redundancy Protocol)
e SmartGrids (IEC-61850)
* GOOSE (Generic Object- Oriented Substation Events)
* SV (Sampled Values)
* MMS (Manufacturing. Message Specification)

* Con proveedores especificos del sector:
« Siemens, Bosch,
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HSR (High-availability Seamless Redundancy)
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PRP (Parallel Redundancy Protoco
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IEC 61850

Smart Grids

Convergencia y estandarizacién

IEC 61850

Automatizacidon de subestaciones eléctricas
Lenguaje comun de configuracién

Servicios de comunicacion
Esquema cliente /servidor

Esquema publicador /suscriptor = Alta prioridad

Aplicacién Mensaje Retraso Ancho de  Mdx. tiempo
banda recuperacion
Bus de proceso SV < 4 ms Alto Os
Proteccidn GOOSE < 3 ms Bajo Os

< SCL IEC 61850

Abstract Communication Service Interface (ACSI)

Specific Communication Service Mapping (SCSM)

GOOSE SV MMS
Session
RFC 1006
ISO/TCP
IP
vy vy { N
x88b8 x88ba x0800, x0806, ...

Ethernet {Ethertype — 802.1Q x8100}

10/100/1000Base-F/T(X), ...
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La innovacion

e Con las nuevas
funcionalidades

e Se pueden mejorar
aplicaciones existen-tes.

e Se pueden crear nuevas
aplicaciones para
requerimientos
conocidos.

* Se puede desarrollar
aplicaciones para
nuevos requerimientos
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The CFAA, a new collaborative space

CFAA

Fabrikazio Aeronautiko Aurreratuko Zentroa
Centro de Fabricacion Avanzada Aeronautica
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The CFAA : working of MRL 5-6

Aimed at the Death Valley of Manufacturing technology

Manufacturing Readiness level (TRL/MRL)

Technology demostrators

Universities, Technological TRL4 a TRL7 Industrial innovation units
centres, R&D units and organisations

relevant relevant
- | - |

: : . . Valley” i Full system System i

Basic Technological Manufacturing Demoin a Demos_ln an ull system  System in a
principles concepts proof of laboratory operational validated  real situation.
concept enviroment Optimization

T 1

\ TRL5 \

1 1

1 Component ~ Manuf. system A

y manuf. in a demo in a |

i 1

Success ratio: 1 out of 400 ideas
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The CFAA : members

~
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Aeroengines: how are they? What do we need!

FAN COMPRESSOR COMBUSTOR HPT  LPT
LPC-HPC

blisks cases

LPT and power turbines Hot radial structures

Exhaust systems
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Two “souls” in
CFAA:

Aeroengines

.:H:.

Machine tools
and technology
providers

Digital XR

WELDING

The CFAA : working of MRL 5-6

BROACHING

FINISHING
INSPECTION

TURN-MILL
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The CFAA : working of MRL 5-6

TECHNOLOGY

MACHINING
MULTITASKIN(RSUSTRACTIVE
MULTIAXIS

SINTERED LASER
LASER DEPOSITION

DEEP SLOTS, THIN HOLES
TIG, LASER, PLASMA

PIECE ON BOARD
TOOL ON BOARD

DIGITAL RX - TOMOGRAPHY
HIGH SPEED TOUCH, LASER

NX, VIRTUAL SIMULATION, MODELS
FORCES, ENERGY, VIBRATIONS

ADDITIVE
EDM
WELDING
DEBURRING
INSPECTION
MEASURING
CAM
MONITORING
MULTIPROCESS VERTICAL LATHE
ﬂ?:ﬂl‘n‘n?f::‘"%“ﬂ:ﬂ'éimﬁz%AcHmE

DOUBLE RAM VERTICAL LATHE TOOLS
EDMs: SINKING AND WIRE

TIGPLASMA CELL ROBOT
DEBURRING CELL CELLS
METAL 3D PRINTER 3D SLM

CMM WITH REVO
CMM WITH LASER SCAN CMMs

Digital RX CABINE

MACHINES- FACILITIES

PEOPLE
RESOURCES
KNOWLEDGE

COMPANIES
“Practical point
of view”
“Knowledge”

Skilled technicians

UPV/EHU and others
“Knowledge”
Models
Formation

Fundamentals
Researchers
Students

MRL 2-5

3 RESULTS - Tech. and economic

Structures Externals Exhaust
Casting NGV Ducts F|tt|ngs

LPT housing Disks Seals Shafts
impellers

Repairs Chambers R&D demonstrators

Machine Tools:
* TechIlmprovements
Trusted paftines ==

« “Name”i et
« Showcas
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Una infraestructura...

* Para acompanar la innovacion en los aspectos relacionados con redes

* Brings telco proven A new paradigm!
technologies to Industry 4.0
» Software Defined * Not about doing the same things with new tools...
Networking (SDN) * A playground to experiment with new exciting features
* Network Function Virtualiza— * Process isolation (from physical
: manufacturing process to process
tlon (NFV) . control through data collection and
* High bandwidth (>10Gbs) treatment).
* Low delay and jitter * Private/Secure by design. A
"""""" R o . I T h I . .
« Cloud based. Supporting new loT tt?c nq ogies
* Hardware supported isolation
* 5G (identity, performance, access, =
security...).
. Secure Self-healing Flexible |
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NFV (y SDN): Implementacion ETSI OSM

NFV Management and Orchestration

1

Service, VNF and
Infrastructure
Description

Or-Vi

Os-Ma
| NFV
OSSBSS ' Orchestrator
——
- Or-Vnfm
]
EM1 EM2 EM3 Ve-Vnfm
H T T | VNF
-+ = - ' Manager(s)
VNF 1 VNF 2 VNF 3
- TVn-Nf - + vi-vnfm
NFVI N N -
Virtual Virtual Virtual
Computing Storage Network
—— Nf-Vi Virtualised
Vu‘tualxsailou Layer : Infrastructure
Vitia I Manager(s)
Hardware resource
Computing Storage Network
Hardware Hardware Hardware

&—=e Execution reference points

—}— Other reference points
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=== Main NFV reference points

+ SO (Service Orchestrator):

RIFT.io
« RO (Resource
Orchestrator)

openmano

« VCA (VNF Configuration &
Abstraction) ()
Juju

VCA + RO = NFVO + VNFM
(ETSI)
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GUI & Design-Time Tools

055/BSS
Network Service Orchestrator
..... NEV Management and Orchestration
EMSs
Specifi
V',’f,f,\": Resource
VNF
Confiauration Orchestrator
VINFs gurat (Includes VIM/SDN
& Abstraction
i Connectors)
NFVI
*.0L
OpenVIM n 3 amazon
onos P openstack vmware sorvces”
c,b‘_fjw

mmpmm=  Main NFV reference points

OSM Run-Time Other
Components Components

OSM Design-Time
Components
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Desplegar experimentos

* Utilizando NFV

e Descriptores de Servicios de Red (Network Services, NS)
« VNF + VL

e Se lanzan al MANO

e Lanza las componentes
e Al VIM (OpenStack, OpenVIM)

* Utilizando SDN

e Se conectan las VMs que estan en distintos “Compute Nodes” o dentro del
mismo a alta velocidad...
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Descripcion de Servicios

« “Network Service Descriptor” y “Virtual Network Function
Descriptor™:
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Descripcion de Servicios

« “Network Service Descriptor” y “Virtual Network Function
Descriptor™:

- Representacion yaml.
« Ejemplos dela Wiki de OSM*

* https://osm.etsi.org/wikipub/index.php/Reference_VNF_and_NS_Descriptors_(Release_THREE)
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Descripcion de Servicios

« “Network Service Descriptor” y “Virtual Network Function
Descriptor™:

Reference NS#1: Testing an endpoint VNF

The following network service captures a simple test setup where a VNF is tested with a traffic generator VNF (or a simple VNF/VM
with a basic client application). For simplicity, this network service assumes that the VNF under test is the endpoint of a given service
(e.g. DNS, AAA, etc.) and does not require special conditions or resource allocation besides the usual in a standard cloud
environments.

NS:REF_NS_1

|

|

|

|

VL1 1
|

]
|

|

|

|

|

|

In this example, unless otherwise specified in the |
description, the following defaults apply:

« CPs are regular para-virtualized interfaces (VirtlO or

equivalent).
« VLs provide E-LAN connectivity via regular (overlay)
networks provided by the VIM. ~ ~
« VLs provide IP addressing via DHCP if applicable. VNF: Generator C VL2 )VN F: Endpoint

(REF_VNF_21) (REF_VNF_11)

« Mapping between internal and external CPs may be
either direct (as aliases) or via an intermediate VL.

F————————-———-

« VIM+NFVI can guarantee predictable ordering of guest  __ _ _ __ ~~~~~~~~ - === 7=7==7=77°7 :
interfaces' virtual PCI addresses.
In the case of REF_NS_1:
« When deploying the NS, VL1 would be typically mapped to a pre-created VIM network intended to provide management IP address eman ta zabal zazu
to VNFs via DHCP. 7 v
« DHCP in VL2 may be optional. Ny
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Descripcion de Servicios

« “Network Service Descriptor” y “Virtual Network Function

Descriptor™:

Reference VNF#11: Endpoint VNF

Description in common language
« Name: Ref_VNF_11

« Component: Ref_VM1
« Memory: 2 GB
« CPU: 2VvCPU
« Storage: 8 GB
« Image: ref_vm1.qcow2

« Component: Ref_VM2
« Memory: 4GB
« CPU: 2VvCPU
« Storage: 16GB
« Image: ref_vm2.qcow2

« Internal Virtual Link: VL12
« No DHCP server is enabled.
« Static addressing may be used at CP iface11 and CP iface21.

OSM VNF descriptor for VNF#11
VNF11.yaml &

m Research Group

Amgmt0

west
N

VNF: REF_VNF 11]

iface1QL

S

VM: REF_VM1

M)
ifacell

iface2

iface22

N/

J

VM: REF_VM2
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Descripcion de Servicios

« “Network Service Descriptor” y “Virtual Network Function

Descriptor™:

Reference VNF#21: Generator 1 port

Description in common language
« Name: Ref_VNF_21
« Component: Ref_VM5

e Memory: 1 GB

« CPU: 1 vCPU

« Storage: 16 GB

« Image: ref_vm21.qcow2

OSM VNF descriptor for VNF#21
VNF21.yaml &

m Research Group

’\mgmt

7/
VNF: REF_VNF_21

Jornadas Técnigas de RedIRIS 2017

data |
N

s

iface51)

iface50

) VM: REF_VM5
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Limitaciones para inter-datacenter

* Los enlaces tienen que estar provisionados por adelantado...
 Ancho de banda predefinido
* Reserva permanente o manual

* Solucidn
e Un Wide Area Manager (WIM)
e Un Infrastructure Manager dedicado a la conectividad entre datacenters.

* Propuesta DynPAC

e Dynamic Path Computation Framework (Resultados de una OpenCall de GN3+,
refinado en GN4P1 y GN4P2)
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REST API

A

Advanced Path Computation Framework

Optimization
pleorithms [ Scheduler |

DynPAC

METHOD URL EXPLANATION
GET http://onos_ip:8181/controller/web Retrieve basic information.
GET http://onos_ip:8181/controller/web/dynpacServices/node-ports Retrieve information about the ports

available to be part of services.

GET http://onos_ip:8181/controller/web/dynpacServices/node-services Retrieve for each node the count of
ports available for creating services.

C (70%)

GET http://onos_ip:8181/controller/web/dynpacServices/get-stp-vlan Retrieve vlans available for each border
port
GET http://onos_ip:8181/controller/web/dynpacServices/get-stp-vlan- Retrieve vlans available for each port of
internal the internal network
GET http://onos_ip:8181/controller/web/dynpacServices/get-stp-available- Retrieve vlans available for a time period
vlans for each border port
GET http://onos_ip:8181/controller/web/dynpacServices/networkSnapshots =~ Retrieve Network Snapshots present FlOW RE|Ocati0n
and future. . .
New service D is accepted only
GET http://onos_ip:8181/controller/web/dynpacServices/main Retrieve services defined .
, after Services B and C are relocated.
POST http://onos_ip:8181/controller/web/dynpacServices/service Request a new service. D (60%) C (70%)
POST http://onos_ip:8181/controller/web/dynpacServices/provisionService Provision a service already requested. B ( 40?) _
(] o
" L
POST http://onos_ip:8181/controller/web/dynpacServices/releaseService Release a service provisioned. q ad
POST http://onos_ip:8181/controller/web/dynpacServices/terminateService Terminate/Destroy a service

A (80%)

‘eman ta zabal zazu
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Programabilidad de DynPaC

[0 opmmmmmmm e
V) ]
8 H
s Service 1
)
w ..................
-
c
(0]
S
p—
3
Q
c
o)
© X

: TOTAL
OCCUPIED

N\
BW,

O—"~

Snapshot 1 Snapshot 2 Snapshot 3
L1 L2 L3 L4 L5 L1 L2 L3 L4 L5
BW, || BW, || O 0 0 BW, [[BW, || © 0 0
L1 L2 L3 L4 L5 L1 L2 13 L4 LS
(] 0 0 0
L1 L2 L3 L4 L5 L1 L2 L3 L4 L5 L1 L2 L3 L4 L5
BW, [[BW, || © (] 0 BW; || BW, 0 0
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DynPAC como WIM

Red MGMT Leioa/CFA/
10.98.102.0/24
VLAN 102

Red overlay:
192.168.103.0/24

Nodo OpenStack CFAA

192.168.102.0/24

Nodo OpenStack Leioa

Eduardo Jacob - JT RedIRIS 2018 — 8-10 de Mayo de 2018 - Salamanca
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ERU-OEF

2011-2018

OpenFlow setup for experimentation (one of them)

CORE NETWORK

RedIRIS

UPV/EHU
Corg Node

Leioa Campus

3@ The EHU-OEF: An OpenFlow-based Layer-2

Connection To
RedIRIS

Production Network
Standard Services

NEC-OES

1 Gbps Operation

1 Gbhps Research ACCESS CONTROL

RESOURCES
10 Gbps Mixed

NEC-OES

En parte financiada por

GOBIERNO
%ﬁ DE ESPANA

Fondo Europeo de Desarrollo Regional

m Research Group

MINISTERIO
DE ECONOMIA
Y COMPETITIVIDAD

UNION EUROPEA

“Una manera de hacer Europa”

EHU-OEF
ADMIN

ADMIN
CONTROLLER

Eduardo Jacob - JT RedIRIS 2018 — 8-10 de Mayo de 2018 -
Salamanca
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&
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ACCESS CONTROL
RESOURCES
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* |dea conceptual

Management

10 Gbps

Management I

OpenStack
Node

.

EIB
Faculty of Engineering
of Bllbao

Leioa
PoP I12Basque (local NREN)
& RedIRIS (Spanish NREN)

UJna nueva plataforma Smart Networks for
N d us t ry UPV/EHU (Public)

Management Network
UPV/EHU (Public)

i

L2 network

=

OpenStack

Node ot ! wa | wmt
—=1—= Aeronautical Advan;@? : A ’
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Smart Networks for Industry (SN41) (2018-)

Controlador
de DynPAC

GRE TUNNEL 10,

Red produccion 12T:

1ss;;wmzs,-.nn:wu/
VLAN1

Eth2
10.54 100 3

Red Provider2

(MGMT 12T)

10.98 1 0/24
VLAN1

Red Provids
1098 1
VLAN

g 4

er 1 (SN4I):
pro/2a

101

OFS

itch 4

Lnux GW
WM in VHO2

)
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* El despliegue de red
* 14 switches basados en SDN (10 y 40 Gbs)
* Ma3s de 20 servidores para computo (mas
i de 250 cores, mas de 1Tb de RAM)
m, Research Group Eduardo Jacob - JT RedIRIS 2018 — 8-10 de Mayo de 2018 -

Salamanca

Nodo OpenStack CFAA

GEANI’Q

Networks - Services « People

eman ta zabal zazu

b

Universidad Euskal Herriko
del Pais Vasco Unibertsitatea




La innovacion es posible a traves del uso de
SDN vy NFV.

e Evaluada en un doctorado industrial
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El objetivo de “Smart Networks for Industry”

* Permitir alcanzar TRLs 5-6 en soluciones avanzadas basadas en SDN y NFV
* Posibilitar el despliegue automatizado de nuevos servicios
* Ofreciendo aislamiento (seguridad y prestaciones) entre servicios (cdmputo y red)
* Representados de manera estandarizada.

e Ofreciendo servicios avanzados en planta
* Autenticacidn y autorizacion fuertes en SDN
* Deteccion de intrusion basadas en SDN
* Next Generation loT

* Integrando productos, soluciones de proveedores industriales, empresas...
* Telcos, proveedores de soluciones

* Un ejemplo
* una solucién de andlisis (Machine Learning) y almacenamiento de variables relevantes del proceso de
torneado en una base de datos -> NS
* Despliegue de sensores y gateway (comercial)
* Primer preanalisis local: VM en CFAA (open source, VM)
* Analisis profundo: VM en ESI de Bilbao (Investigacion)

* Almacenamiento; VM y recursos de almacenamiento (servicios corporativos en Leioa). @Q JRR—
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