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Inteligent Transport Systems (ITS)
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Inteligent Transport Systems (ITS)

Vehicle to vehicle (V2V)
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Inteligent Transport Systems (ITS)

Vehicle to vehicle (V2V)
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Inteligent Transport Systems (ITS)

Vehicle to vehicle (V2V)

Vehicle to anything! (V2X)
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TMC

Traffic Management Center

Roadside Unit

(RSU) l

On-board Unit
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C-ROADS

Cofinanciado por la Union Europea
Mecanismo «Conectar Europa»
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Varios pilotos agrupados por paises

C-ROADS

N\ C-ROADS
] SPAIN
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’} Seguridad?
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Public Key Infraestructure (PKl)

* Necesidad de establecer relaciones de confianza, es
necesario tener identificadas y registradas tanto las
estaciones de ITS como RSU’s y OBU’s.

 Los certificados ayudan a crear esas relaciones de
confianza.

* Para conseguir la privacidad de los vehiculos se
pueden usar certificados de pseudonimos.
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Estandares :ara imﬁlementar PK]
Specifications

Governance Security Policy & Governance Framework Release
1

Trust Model Certificate Policy Release 1

Certificate Data Structure ETSITS 103 097 v.1.3.1

Cryptographic Algorithms ETSITS 103 097 v.1.3.1 (NIST and Brainpool)

Certificate Policy v1.0

Download C-Roads CTL ETSITS 102 941 (v.1.2.1)
Download C-Roads CRL ETSITS 102 941 (v.1.2.1)
C-Roads CTL data structure ETSITS 102 941 (v.1.2.1)
C-Roads CRL data structure ETSITS 102 941 (v.1.2.1)

Verification Algorithm for Only for ETSITS 103 097 v.1.2.1
Certificate/ Signature
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Estandares para implementar PKI|

* ETSI-TS 102 940 — ITS communications security
architecture and security management.

e ETSI-TS 102 941 (v1.2.1) — Trust and Privacy
Management (borrador)

e ETSI-TS 103 097 (v1.3.1)— Security header and
certificate formats.
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Arquitectura v funcionamiento

Root CA

Enrolment uthor?zation
Authority (EA)/( \g\iuthonty (AA)

Canonical ID .00
& public key AT,,_z‘..
Authorization *
’ Certificates
Secured message P/
S T \4 > J aunsuS Ry, a®
i T | { . i .A.:.l' Spaw
' ' Bootstrap Certificate
(self signed)
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Ciclo de vida de |la seguridad

e Fabricar:

* Se usara métodos fisicos seguros para la generacion de los datos en
este proceso (TPM).

* |dentificador candnico que es globalmente unico

* Informacion de contacto para EAy AA

* Direccion de red

e Conjunto de certificados confiables de EA’s.

* Conjunto de certificados confiables de AA’s.

* Un par de claves publica / privada para fines criptograficos.

* Registrar:
* EIlITS-S solicita su certificado de inscripcién/registro al EA.

* Autorizar:
* E|ITS-S solicita su/s certificado/s de autorizacion al AA.

* Mantener:
* Gestion de bajas (Listas de revocacion) y altas de EA y AA.
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Layers * CEN/ISO Blue: ETSI Core Standards — Release 1
Applications Other Safety and Traffic 75102539 ' RHS, ICRW, LCRW
Applications Efficiency App
______________________ EN 302637' CAM, DENM
Facilities } TS19091° SPAT, MAP
---------------------- " T$19321° VI
g TCP/UDP EN302636'  GN, BTP, GN6
: £ (IETFRFC 793/768 - -~ 302 636 ' ’
Networking o ) GeoN BTP "
& Transport g | IPv6 RISCINPRHOE 2 d--- 15103097  security
S | (RFC2450) GN6 § _ T5102941"  Privacy
MAC Extensions n
Ao EN 302663 " ITS-GS
) MAC - T5102724° Multi-channel
Technologies T5102687'  DCC framework
PHY TS103175° DCC management
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Mensajes ITS

Sin seguridad:
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MAC LLC Basic |Common |Extender
Header Header |Header |Header |Header Payload
Anadiendo seguridad:
MAC LLC Basic |Secure Common Extender Secure
Header Header |Header |Header |Header Header Payload Trailer
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* antonio.rodriguez.g@escert.upc.edu

o ° https://twitter.com/tonrodriguez
* https://twitter.com/escert upc

* https://inlab.fib.upc.edu/es/persones/antonio-rodriguez
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