Transformacion de la seguridad,
¢seguridad automatizada?
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ﬁcuntia” SAO (Security Automation and Orchestration)

“You don’t have to run faster than
the bear to get away. You just have
to run faster than the guy next to
you.”

Jim Butcher, Author

Gartner’s Definition:

“utilize machine-readable security data to provide analysis and management
"l capabilities to support operational security teams”
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ﬁcuntia” Cada vez nos cuestan mas

LOS INCIDENTES CADA VEZ SON
MAS COSTOSOS

2060 Millones de datos de clientes comprometidos

146 dias de media para la deteccion de infiltraciones

$3,000 Millones de valor de mercado destruido

1,000 Millones de $ negocio en RANSOMWARE

1 Millon de elementos de Malware creados al dia.
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"l Para 2019, el gasto en remediacion de brechas de seguridad se
multiplicara x4

Copyright © 2017 Acuntia




ﬁcuntia” Los ataques son multivector

LOS ATACANTES
TIENEN
MULTIPLES
VECTORES DE

TAQUE

Las organizaciones

necesitan cubrir
toda la cadena del
ataque
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A nivel de las organizaciones...

98% de los ataques se origina en el
entorno IT

Solo el 4% de las alertas son investigadas

Recursos Insuficientes Imposible extraer informacion relevante de

En 2019, se prevé un deficit de 1.5M de este panorama. Las investigaciones toman
analistas ciber 82 dias en promedio (a afiadir a los 146...)
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"acuntia Encriptacion del disco
AL

wirlock
TeslaCrypt 4.0
CTE-Lacker
TeslaCrypt 3.0
Faira

Chirmera

EE———
Cryptowall Wm

* Chimera: 18 seconds

* Petya: 27 seconds

= TeslaCrypt 4.0: 28 seconds

= CTB-Locker: 45 seconds

* TeslaCrypt 3.0: 45 seconds

= Yirlock: 3 minutes 21 seconds
= Cryptowall: 16 minutes

minute.
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WJ Five out of the seven samples finished the encryption process in under a
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AL

NGAV, EDR, ....

‘m

MisriagamEnt Eanisols *  Endpoint management

il Visibility and Context

Logging, Reporting and Dashboards
M o @ = | i [ =]

NGAV Analytics Engine
* Behavioral analytics
Machine learning

Product Features

AN

Protection/Detection

Security Analyst
ENDPOINT:

Monitor all processes over time, whether
malicious or not

Attack Intelligence *
g * Patterns of attack

and Analytics g 2 :
: 4 Reputation scoring Rawdata Act NGAVTIP analysis outcome
G * Relationship tracking S i
i \ Aty Performance
/" Intel outcome Prevent

( nE ) Block
~ " Threat Intelligence Sources Te"“':;:"

rt

Response and Remediation

Endpoint User

Operational Requirements

* Enterprise management

*  Endpoint platform coverage
* Interoperability/Interfaces v‘"/

System Administrator Business Requirements
Deployment/Licensing

Support Documentation Vendor Background Product Road Map
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Modelo matematico

Aprendizaje automético para la clasificacion
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We build the model with 100,000,000 go0d and
100,000,000 oad i

We test on 1 00,000,000 new good and
1 00,000,000 new bad files.

We train on 1 00,000,000 good and
100,000,000 . siies.

>6,000,000 rcatures.

>600,000,000 data sampies. ||

‘ 3,600,000,000,000,000

~

(3 quadrillion) data points in total.

X =[63796c616e6365] Nube
X =[70726576656eT4]
X =[70726f74656374] -
TRANSFORM, CLASSIFY
VECTORIZE AND TRAIN AND CLUSTER

i Zero day malware
: classified and blocked

(Algoritmo)
Agente SW

VvVINCI {

ENERGIES



acuntia

Deteccion & Respuesta: todo en uno

Deteccidén
Multi-
Vector

Investigacion
Automatizada
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ﬁcuntiaw ¢, Hasta donde dejar la automatizacion ?

.
AUTOMATIC APPROVAL-BASED AMNALYST-TRIGGERED
L
>N= >N= <=
Adarm Alarm Manual Initiation
of SmartResponse
Action

&S5
< L] L)

Authorization of
SmartResponse
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w SmartResponse SmartResponse SmartResponse
N :&{ Executed Executed Executed
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