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Serviclos wifi

La seguridad debe de estar presente desde el principio!!
Diseno:
- Que tiempos aquellos: hubs sin gestion!!
* Ahora: UPNs: Redes personalizadas con control de admision

- Conocer los protocolos no es suficiente..
» Conocer los productos y soluciones del mercado

Implantacion

- Desconfiados ...
* No!l, escarmentados por la experiencia!!!

Securizacion
- Si funciona... para que??
- Al abrir los 0jos...; Y si eliminamos el servicio?
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Escenarios

Cobertura

Arquitectura y gestion de red
Cifrado

Control de acceso: autenticacion
Mantenimiento de la red
Monitorizacion y securizacion
Herramientas

Sistemas IDS
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Elementos

* Elementos

- Clientes

 Centrino

« PCMCIAs

« PDAs
 Teléfonos wifi

« Camaras de fotos
« Discos duros ...

- Puntos de acceso (APs)

* Antenas (Direccionales, omnidireccionales, arrays)

F

®

« Acceso a la red de distribucion
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El protocolo

 802.11: el protocolo
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- Capa fisica
* 802.11b/g: 2,4Ghz (13ch Europa, 11ch EEUU, 14ch Japdn)
5 0 » 802.11a: 5Ghz (19ch Europa, 12ch EEUU, 4ch Japon)
= » Clientes y APs: b, b/g, a/bl/g
0 - Capa MAC

* Direcciones 48bits
- Destino, Origen, BSSID (MAC-AP), AP-Destino (Punto a Punto-Multipunto)
- Bits To-DS, From-DS
* |nfraestructura: From DS é To DS
* Punto a Punto-Multipunto: From DS y To DS
* Ad-hoc: Ninguno
* Bit indicando cifrado WEP
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Redes Ad-hoc

9IS ¢

« Redes Ad-hoc

- Entre clientes wifi sin utilizar un AP

- Clientes expuestos en un medio incontrolable
- Producen interferencias en el canal

- Bridge en Windows XP
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Redes Ad-hoc

* Windows XP Bridge!!!

*s Network Connections

X

J File Edit WView Favoftes Tools Advanced

JJBackvk_)v _1"|,'a:]5eard1 * Folders | & XHJ|*

J Address |t}, Metwork Connections

LAN or High-5peed Internet

1394 netgear vmnetl-Host  vmnet3-MNAT

J File Edit WView Favorites Tools Advanced Help
JujBan:k - - F | ) search [ Folders | & [ X

J Address |€_’; Metwork Connections

Dial-up u‘ ﬂ w
- " Metwork lan-UIB Centrino
. . Bridge

Hetwork Bridge

Infovia Jazzfree |I'~'1AC Bridge Miniport

N EX

LAN or High-5peed Internet

9 8 8 4 & S

Status
1394 netgear ymnetl-Host  wmnet3-NAT lan-LUIEB e
Epait

" Bridge Connections
d Connect multiple network connections to form a network bridge. —




Redes Infraestructura

» Puntos de Acceso Yy clientes: Asociacion
- El cable “virtual’

Probe Request
—————————————————————————-

Probe Response
G ——————————————————————————————

Authentication Request

Authentication Success
 ————————————————————————

Assoclate Request
Associate Response

Data
G
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Asoclacion
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» Authentication: ; Es un secreto el SSID?

- EI AP realiza anuncios con el SSID
- Podemos optar por ocultarlo - Cloacked Node

- ¢ Es necesario complicar la asociacion?

* Facilmente se puede capturar con multitud de herramientas
* Un secreto compartido... ;Es secreto?
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» La asociacion debe de ser un proceso sencillo
— No nos compliqguemos la vida....
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Redes Infraestructura

» Asociacion: Closed Node (cifrado wep)
- Intentando blindar el cable virtual

Probe Request
N N

Probe Response
——————————————————————————————

Authentication Request
Authentication Challenge

—
Authentication Response
—
Authentication Success
-—
@ Assoclate Request
—

Assoclate Response
—
Data

ﬁ

o
(97)
(g0
)
O
=)
ab)
)
—t
ab)
o,
O
>
<
p)
qp)
()
S
=
N
Q
=N
@)
qr)
D
@)
a'
)

LU

saeadfey SIII

QIDRULIOJU] B[ ap
SI[ AP JBISIdAIU()

SOIF0[0UII], P ANUD))



Redes Infraestructura

« Extender un dominio de broadcast al medio inalambrico
- Un “hub” con cables inalambricos...
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Agenda

; Qué es wifi?

+ Escenarios
Cobertura

Arquitectura y gestion de red

Cifrado

Control de acceso: autenticacion

Mantenimiento de la red

Monitorizacion y securizacion

Herramientas

Sistemas IDS
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Escenarios
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» Usuarios domesticos
— Usuarios que acceden a servicios corporativos
- Redes publicas o personales
- La wifi del vecino...
» La empresa
- Entorno controlado y gestionado
- Espacios y usuarios limitados
* La universidad

- Perfiles de usuarios: PDI, PAS, ALU, temporales, ...
- Eventos temporales (congresos)
- Gran movilidad de usuarios: espacios abiertos
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Agenda

; Qué es wifi?

Escenarios

- Cobertuera
Arquitectura y gestion de red

Cifrado

Control de acceso: autenticacion

Mantenimiento de la red

Monitorizacion y securizacion

Herramientas

Sistemas IDS
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Cobertura

QIS 210 9 A0

¢, Donde estan nuestros usuarios?

¢,.5€e puede medir y predecir la densidad de usuarios?
- Limitar las zonas de servicio
La cobertura en funcion del escenario

W - No molestar al vecino!
— Cubrir los jardines en primaveral!

¢ Qué necesidades tienen los usuarios?
@ - Velocidad de acceso...
» ; Existen otras redes wifi?
- ¢ Tenemos una normativa para el espacio radioeléctrico?
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Cobertura

un._1

- Planificadores de cobertura
- Mediciones e inventarios de zona
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 Mediciones de campo

- Distribucion de canales para minimizar las interferencias

Carlos Turro UPV
o http://www.rediris.es/jt/jt2005/archivo/archivo-jt.es.html
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Cobertura
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* Herramientas de monitorizacion

AlrWave Wireless Site Plan

ibglh = Vath

= Mol (s

801 cot0 : Mansged Access Pont
BN

Qy
=
@)
=
=<
%)
52)
%)
(=
=
N
Qy
=
o

7 =

ll_ i \‘.‘_
R [Pt [

Bad Sp U

[\ SE)

oL )
0 EF
W?\; g -
—a -
So W
Q6 sy a
a’% _~'
£ 28
a3 4
S 2 :
o ; ) 0 e ey
s o
.
wn



O

Agenda
£ - ;Qué es wifi?

= =~ Escenarios

= -+ Cobertura

+ Cifrado

Control de acceso: autenticacion
Mantenimiento de la red
Monitorizacion y securizacion

* Herramientas
255+ Sistemas IDS
=232



Arquitectura y gestion de red

* Puntos de acceso independientes

- Recomendable dedicar una VLAN para la gestion
- Segmentar mediante SSIDs-VLANS

- Enrutamiento entre VLANs con ACLs

- Gestion centralizada SNMP, SSH, HTTP,...

» Como ejemplo: Airwave
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Plataforma de gestion

» ;COmMo esta nuestra red wifi?
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Plataforma de gestion
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* Descubrimiento de APS

(T Airwave

Tio sean for managesbls deyices and rogue AP LEING SNMP and HTTP, thoose one o mone retwarks o otan below. SHWP and HTTP timeouts ray be configured
on tha Communication page.

Mobe: Decovened deviost will use the default credentiale configured on the Communication page, mofthe credantial defined below for scanning
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Plataforma de gestion
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» Configuracion de un AP

(¥ Airwave HpowDovices: 2 $Up:7 ¥0own:? EMematrhed: 7 @Rope: 19 4 W plerts: 63
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settings

Harne:

Stahs:

Configur aticn:

Last Contacted:
Type:

Frrwari:

Currant Group:
Current Folder!
Manage ment Mode:

Hotes (optional):

£
cm

Bad Sp U

1l

conferendies Eﬁﬁrlil- w
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heighboring &Fs: AP Roarms Channel Signal
Device Communication Cle & &
CT3 18 1
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| Lamip:

ShMP Ports 161

Subnet Mask:
Tkt Port: 3

Gt iy

Mappn tha cradentisls on the device have changad, update the

[\ SE)
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- S @ = Confirm Community String: sensmansEn
.a) % ? 9;‘ Telnat/SSH Lsermnanms: AEEEENEENE
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== * Configuracion de un grupo: Basic
@D S
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Plataforma de gestion

+ Configuracion de un grupo: Rad|o

Fimware.  etions

Radio Settings

Allow Automatic Channel Selection (5 GHz):

B02.11a Data Ratas (Mby/sac): &.0

BO2.11g Dats Rates (Mbsec): 1.0

Frag Thrashold Enabled:
Thrashokd Valse (256-2247 bytes):
RTS/CTS Trhreshokd Enabled:
Threshold Valse ([0-2247 bytes):
RTS/CTS Makirmurm Retries (1-255):
Maxirmurn Data Retries (1-255):
Beacon Feriod {19-5000 Kpssc):
DTIM Period (1-255):
Ethamet Encapsulation:
Radio Preamble:
Sparning Tree Protocol:

Allow Automatic Channel Selection (2.4 GHzT

Required
Ciptional
Fequred
Ciptional
Ciptional

| Optional

Required
Ciptional

| Optional

Ciptional

| Optional

Optionsl

£l A ([

) Yes & Mo

O Yes & o
20 | Required w
1.0 | Cptional =
2.0 | Optional | w
18,0 | Optional |
26,0 | Optierel %
MDW W
2.0 | Regured '~
6.0 | Dptionial  w
110 | Opticnal |~
18,0 | Cptional =
26,0 | Dpticeal =
54,0 | Opbonal &

(%) Enshled {::- Disabled

231z

(% Ensbled O Disabled

2312
a2
32
100
2

O 80214 & RFCIMZ

@ Long 'O Short

(& Ensbled O Disabled

Proprietary Settings
HP ProCurve 420:
Slot Time: | Bty [
HP ProCurve 420 Operational Mode: [az.11b+ 802115
tax Station Data Rate! |54 Mbps W
Multicast Diata Rat=: | 5.5 Mbps W

FroCurvi 420 Rogue Scanning: ® Enshied O Disablod
FroCurye 420 Rogue Scanning Interval (15-10080 min):  |72q I

ProCurve 420 Riogue Scan Type: Cl Dedicated & Periadic
FroCurve 420 Rogue Scanning Duration (50-1000 meec): [35p ]

Cisco Ajrespace:

Configure thie Air B

Cisco Adromet:

Usa Aronet Extensions: @ vas O No
Radio Fallback Action: 165 oy Mo Action (Radks Tshand)
Lest Ethernat Actior! vewnrks [ Eprater Mode

Lost Ethernet Timeout {1-10000 sac): 5

Shiort Slot-Time! ® Ensbled ) Disabled
Upgrade radio firmware when AP firmware & upgraded (Reguire Lss of Ragio
Firmavana 1.xx;

& ves O Mo

Proxim AP-GO0, AP-700, AP-2000, AP-4000; Avaya AP-3, Avaya AP-T,
AP-4/5/ 6, AP-8; ProCurveS30wL:

Load Balancing: O Ye: @ Mo
Iriter ference Robusiness: ) vee B Mo
Distance between APs: large w
B02.11g Operational Mode: 802.11b 4 802,119 =
B02.11abg Operational Moda: BOZ. 11k + 80211 &
202.11b Trarsmit Rak: fuito Falback |+
B{2.11g Transmit Rate: fuito Falback |
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= AllT mmUniCation: & Yes O Mo Session Key Refresh Rate (0-14940 min): MR Prolurve dilionky [
— Ssin: WL Session Timeout (1-65535 sec. ) HE ProCurve 420 orly 0
Encryption Clsco TEIF: O Enabled & Desabled
o MIC: ) v (3 Disabiled
Encrypition Moda: Ho Encryplion | »
RADIUS Servers
Radius Server #1: Sekact [
Rmcdies Serves #2: Geliact W
Radiues Server #3; Selact (8]
Radies Server #4; Sedect
MAC Address Authentication: ) Enabled &) Diabled
MaC Address Format: * ke Dath '-'
(= i * Promim OP-600, 0F- 00, AP-A000, AP-4000; vy SP-
o0 = -
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— -« ondy
Zigs
= NI Austhar ization Lifetime (900-43200 sec.): 1600
5_5 E E{ Prienary Sarver Reatempt Pariod (D-120 min): 0
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Plataforma de gestion

» Monitorizando un grupo
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Plataforma de gestion

UNGES 310 0404 Al

» Listado de APs: Verificando su configuracion!!
- Asignacion de grupos segun las necesidades
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Arquitectura y gestion de red

» Controlador de puntos de accesos
- Nivel: Fisico, VLAN, IP
- Automatizacion: Configuracion, asignacion de canales,
balanceo de carga, etc...
- Soporte para productos de otros fabricantes???
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Controlador de APs

* Producto
- Configuracion Plug&Play

* Indicando el numero de serie y MAC...
* Soporte para otros fabricantes...

- Gestion centralizada (= Airwave)
- Funcionalidades muy integradas

* Al ser todo un mismo producto!!!
- APs economicos!!!
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ontrolador de APs

1oejue|dw

7

* Funcionalidades integradas:
- Alarmas, Coberturas, Localizacion de usuarios,...
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B Event Viewer: Plan (genie) =IOl x|

Fle tiew |

Total Entries 37 Fitered Entries 18 u

1 Sapad ap U

Priority Facilty Date Cha.. P Mess [
Localz o 1003 105343 M1 [127.001 |vlan_config cannat add F

Jan 1003 10:53.44 M1 [127.0.04 lan_canfig vian nurmber %8s pe BB o BRES
Jan 1003 105346 M1 127.0.01|vlan_config: vian number
o 1003 105346 M1 127.001 |vlan_config cannat add
o 1003 105345 M1 127.001  [Failed to contact 444 fo - L w r
Jan 1003 10:53.50 WX 127.0.04 vlan_canfig: cannct add | 1] | I I WM I TTTN TR,
Jan 1003 105351 MG 127.000 |vlan_if_ev_add: cannatc L= i L
Jan 1003 105355 M1 127.001 |a fragmented usemamed : o
Jan 1003 105407 MK 127.004 |vian_config vian number | 3 —
o 1003 105409 M 127.000  |vian_if_ev_odd cannatc | — o
Jan 1003 10:54.10 |Mx-1 127001 [Falled o contact Addfo | ] el
Jan 1003 10:5411 X1 [127.001  vlan_config. vien number | ||
o 1083105413 Wi [127.001 __|ven coni ven manber | | — [
o 1003 105414 M1 127.000 |a fragmented usemamed | || ornee
Jan 1003 10:54.20 [Mx-1 127001 |vian_if_ev_sdd: cannctc | it i
o 1003 105425 M 127.000 |vian_config vian number | e

Warming o 1003105427 M1 127.000  |RAMDerarl PRMD netse | |

alert |Locain o 1003 105434 M1 127.000 |acct_start: acet sess el

~Stared Fiter .
Hate '331 2atours | [EEave W Cekete & Refre

contert | priorty | Facity |

Chassis | Message | i o X = - -
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Arquitectura y gestion de red

* La caja negra...

- Pueden controlar APs

- Servicios: DHCP, 802.1x, VPN, Portal-Web, LDAP-Radius
interno, etc...

- IDS-IDP y Control de admision
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Bluesocket

* Asilo presenta la empresa...
- Caracteristicas mas adelante...

Third Party
Access Point
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Wireless Gateway: CHILLISPOT

 www.chillispot.org
- OpenSource =\

hilli$oot
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Agenda

; Qué es wifi?

Escenarios

Cobertura

Arquitectura y gestion de red
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Control de acceso: autenticacion
Mantenimiento de la red
Monitorizacion y securizacion
Herramientas

Sistemas IDS
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Cifrado

« WEP

- RC4 y el vector de inicializacion en claro ... problemas!!
+ WEP+

An3ss A uoloejue

D UoKEZ

o - Evitando vectores de inicializacion débiles
j(@ « WPA
=)

- Upgrade software de los productos WEP—> RC4
- Claves TKIP: PSK (secreto), PMK(master), PTK (temporal),
PGK (grupo),...
- Anti-replay
WPA2
- Upgrade hardware para soportar AES
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S Agenda
£+ ;Qué es wifi?

=~ + Escenarios

=~ Cobertura

= + Arquitectura y gestion de red
» Cifrado

Mantenimiento de la red
Monitorizacion y securizacion

* Herramientas
255+ Sistemas IDS
=232



Control de acceso
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+ Caracteristicas propias E
- MAC, VLAN, ... o
===+ Secreto compartido .
- WEP, WPA-PSK, Kerberos, ... X
~ @+ Token en posesion

Biometria
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- Certificado digital, tarjeta inteligente, e-token USB, ...



Control de acceso
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* Portal web

- Web que se ofrece al usuario para realizar la autenticacion
- Previa peticion de una url...

3 Wireless Metwork Log In - Microssfi Internet Explorer E|E|E|
Fle Eft View Fovoies Took  Hep I
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Area de Xarxes | Comunicacions

servel de Xarxes sense fils
j ) 1.- Habultar QHCP

2.- Accedir 3 una pagina web,
2 e .- Intraduir WEUan | passward.
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DNS-Tunneling

» OJO!' DNS-Tunneling
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» ;Crear tuneles sobre DNS?... Complicado!!

DNS-Tunneling

|[@ Auditor

[E2 Applications
[ utils

, Settings

'-'-,;-; System

r |[|Q Footprinting
k Scanning
r [_ET{ Analyzer
k IEQ Spoofing
* £ Bluetooth
@ Wireless

{ Bookmarks
«- Quick Browser

} £ Bruteforce
¥ £ Password cracker

Q} Run Command...

|5 Forensics

D Lock Session

E] Logout...

@ Honeypot

* £ Whaois

* &2 Traceroute

E |[|§ DMNS lookup

¥ [E5 HTTP/HTTPS
* £ SNMP

* &5 LDAP

* [E5 SMB/Netbios
* [E5 05 Detection

DMNSwalk (DNS verification)
Dig (DNS lookup)

¢ Gnetutil (Metwork utilities)

NSTXCD (IP over DNS client)
NSTXD (IP over DNS server)

-

= E: = EE 03,2806 | v

sl Host (DNS looku

Bl MNSTXCD (IP owver DNS client)
B NSTXD (IP over DNS server)
B Czyman (DNS tunnel)




Control de acceso

* Soluciones VPN

- Protocolos VPN: PPTP vs. IPSec

- ISAKMP (Main vs. Aggressive Mode)

- AH vs ESP (256bits AES con integridad SHA1)
- Clientes VPN

- Exponer el terminador??
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Control de acceso

»+ 802.1X

- Proporciona una estructura para la autenticacion

- Métodos EAP

( « EAP-PEAP: usuario/password (puede utilizar TTLS para cifrar)
— « EAP/TLS: que tal vuestra PKI??

0) - Atributos Radius
* Distribucion de claves WEP y WPA
» Asignacion de politicas
- Accounting
- Eduroam: “Requisito 802.1x y cifrado WPA’
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Proyecto de implantacion de una UPN IEEE 802.1X
Miquel Bordoy (UIB)
Jornadas téecnicas 2005, Logrofio
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g 802.1x
QN
«Q
o Repositorio LDAP, SQL
\3 y de usuarios '
o)

7

Autenticador Servidor de autenticacion
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EAP

Client _
RADIUS EAPORadius Servidor RADIUS
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802.1x
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Cliente 802.1x

210 @A0=L A

quejduw ‘oussiqg

Propiedades de Conexion de drea local 2 =|

General  Autenticacian

Seleccione esta opoidn para proporcionar acceso autenticado a B02.1X =
redes Ethernet por cable o inalambricas. 69 6: -

@ ¢ 0 = @a
; o
¥ Habilitar &l control de acceso a la red mediante IEEE 802,13 — : L% - Q

Q)
)
@)
=

<
%)
q)
®)
=
=
N
)
)
@)
=
@,
@
q
D

Résumé : Modem interne Bluetooth AirPort | 802.1X VPN
Tipo de EAP: | Tarjeta inteligente u otro certificada j 802.1X
EAP protegido [PEAP] : e =
MO E5-Challenae Configuration :  umlv-sf-802.1x f ,!
= e
= T arjeta inteligente u ot certificado R e P F:]

v Autenticar como equipo cuando |a informacidn del equipo esté Nom d’utilisateur : lambda

dizponible
Mot de passe: sssssss
[ Autenticar como invitada cuando el usuario o la informacion de
equipo estén dizponibles Réseau sans fil : umlv-sf-802.1x B

Etat : Inactif E Se connecter )
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ticas de acceso
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Pol

* El objetivo...
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Politicas de acceso

» Definir grupos de usuarios
» Definir el perfil para cada grupo

* Elementos de un perfil

- Filtros de nivel 2: MAC, VLAN origen

- Filtros de nivel 3-4: |IP, TCP, UDP

- Filtros de nivel 7: a nivel de aplicacion!!
- Control de ancho de banda
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| Back | Reset | Seve [f]  Seve ond create ancther |
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bluesocket =

Mevy local user

[Euc}c.] [ Fesel | [ Seve E [ Save and crenle another |

quejduw ‘oussiqg

N

. (=) Disable user
> Alta de usuarlos gz::::z::s:untha spacific date

Diake shivwn below |«

- Asignar perfil (o | e | e

fame

- Fecha de habilitacion

Role

- Fecha de caducidad O
- ACCOU nti ng ;I;:d:; if I0Gac in wand and tubnat vpn, ceificatan, andfos LITP ard nok o ed
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0

Husmbar of active iaieiohd sllowad Tor thil mccount. O 18 unlimited
Actounting server

Hone hd
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Password malntenance
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Password

Confirm password

[lForen a pagsword change an nast [agin?

o - Expire user
@ e % g After login: fatime minutas
E g > E. Hever » |60
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Servidores de autenticacion
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Control de admision

« Realizar un control de “calidad” de los usuarios

- Verificar que tienen el antivirus instalado
» Ofrecerle la actualizacion
- Actualizaciones de windows
* Permitirle acceso a windows update
- Virus, troyanos, dialers, adware,...
* Bloguearle o informarle sobre su problema
- Realizar busquedas en el registro de windows
» Localizar registros y realizar comparaciones
- Localizar ficheros o ejecutables

» La configuracion del sistema...
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Define Antivirus Provider

e —
Antivirus Pravider: | | rend Micro PC-cillinfOfficeScan j

™ Enforce minimum engine uersinnl

™ This program is always running

Select a DAT enforcement aptian from the following rules:

&+ (Enforce Minimum Version Jf Antivirus DAT file I

" Enforce Last Download Date of Antivirus software.
Downloads before |?-|:”35j |MEIF j |?-Dj atl Wﬂ |Dﬂj are out of compliance.

" Enforce Version Age of Antivirus software. Versions m'erl days old are out of compliance.

Define Type and Action

Rule Type:
¥ Require end points to meet these conditions to access the netwark through a gateway.

Fule Action: (The same action is used for all Antivirus rules)
* Restrict endants that reguire these conditions.
5 that reguire these conditions but do not restrict them.

" Observe end poi
" Warn end pgis

that reguire these conditions but do not restrict them.

Define custom text and a remediation option to present to end users when they are out of compliance
with this rule.

Remediation (The same remedy is used for all Antivirus rules)

Define custom text for users: :|

Browse... |

% Noremedy



Type and Action

Rule Type:
o Require - The conditions must be met.
" Prohibit - The conditions must be avoided.

Rule Action:
" Restrict - Deny access.
" Observe - Log the non-compliance event but allow access.
% \Warn - Alert the user that they are non-compliant but allow access.
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Check for file and properties

name & extension here
File Properties:

" Always running
= Location (full path): |Enterfu|| directory path here

™ version number;

™ more nrequal:l
™ less orequal: I

[ Lastmodified less than n’ days agn:lﬂ
I~ Match checksum: |

Create a customized message and provide a link to remediation resources for users who are out of compliance with this rule.

Custom alert text: ;|

[ ]

Remediation Option

. e, Browse... |

Include link to external URLS
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% No custom remediation



Control de admision
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* Reglas especificas: Bloquear, informar o ignorar...

@ ICS CONFIGURATION: SECURITY POLICY

1019Z1ANJSS A uolae

Set the security policy far endpoint computers accessing the Web site.

Setthe enforcement rules for your policy.

n Frogram Mame Rule Conditions

)
%)
\S_. _ Executable name: n/a Checksum: n/a )
— r Trend Micro PC- ) . Fequire
cillin/OfficeScan [‘I"S_g'g%%m' 20060320 uways running: No Registry Key: No VWarn
Executable name: nia Checksum: nfa i
r Registro_restrictanonymous ) ) ) Rﬁ.,qmre
Modified on: n/a Always running: Mo Registry Key: Yes iam
EE?ZT;?:IE Enxaerne: Checksum: nfa -
I GoogleTalk ' _ ﬁfwe
Always running: vam

Registry Key: Mo

oofor

Modified on: nfa
Yes
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Control de admision

quedwi ‘oussig

* Virus, troyanos, dialers, efc...
* Integrity Secure Browser
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End users are out of compliance if the following screened software types are detected:

Screened software types Prevent User Login Warn User Do Mot Check
Worms: s & e
Trojan Horses: (o 'Oy (i
Eemote Administration Tools: i " [
Hacker Tools: i v i
Keystroke Loggers: (. 0 (o
Adware: e & s
Browser Plugins: i v (o
Dialers: e & s
3rd Party Cookies: [ 'y i
Other Undesirable Software: [ s [

Integrity Secure Browser
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v Require the Integrity Secure Browser.




Control de admision

quejduw ‘oussiqg

» Politicas y firmas actualizadas!!!

‘3 UPDATING PROGRESS - Micro [ =101 x|

UPDATING PROGRESS

Q)
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@,
@

Checking license... OK

Getting information about latest version... OK
Getting latestversion file... OK

pdating application file... OK

zetting latest Integrity Secure Browser file... OK
pdate Integrity Secure Browser ... OK

Update successfully completed
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Control de admision

» ;Qué percibe el usuario?
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s =10 x|
File Edit Wew Tools Help
Iﬂ IELI ;‘ v, 'Search =" | |
F ddefault coi?%2F lngin pl 3F destination 30 http% 2634 % 252F %252 Fww gongle. com%252F % 253F -]

ZONE LABS

integrity.

@ INTEGRITY SECURITY SCAN REPORT

Loading, please wait...

Currently loading the Integrity security scanner to scan your computer for screened software. This scanis required hefore enter ;

Ifthi= page fails to load, either the page is restricted oryour Internet Explorer Security level is setto High. Make sure your Internet Explarer Security level is
setto Medium and try again.

3 Security Warning _X_]

[ Do you want to inztall and wn “Integriby securnity scanner”’
zighed on 04/03/2006 2:50 and distributed by:

Check Point Software Technologies e,

Publisher authenticity verified by YeriSign Clazs 3 Code
Signing 2004 C4&

Caution; Check Point Software Technologies Inc, azserts
that this content is zafe. You should only inzstall/view this
content if pou trust Check Point Software Techhologies
Inc. to make that assertion.

[ Always trust content from Check Paint Software
Technologies Inc.

Yes | Mo I Maore Info

|E Wialt please. ...
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' _':Integrity security scan report - Integrity Secure Browser - |EI|£|
File Edit Wiew Tools  Help
Y " Ty L] H L]
& Eack </ IiLI IELI ..‘J | / 'Search . ! -

Address Irlj httpz: & ) efdefault. cai?Z2FloginplE 3F destinationZ 3D hitpk 2534 202F 2 252F v, google. com# 262F 2 253F

ZONE LABS © INTEGRITY SECURITY SCAN REPORT

integrit
v Integrity Clientless Security found 4 prohibited elements on your computer and did not find 3 required elements!
Itis preferable for the safety of your computer that 1= handled as indicated below. After doing so click Scan

to enter, oryau can click Cantinue now to 1og into Evithout taking action.

Continue | Cancell

4 prohipfed elements were found on eyt computer!

AlexaToolhar - Browwser Pludin
Registrylkey - HKEY_LO _MACHIMEVS oftwareWicrasafil
URRENT_LISERSoftwareiicrosofi

-5 207 - 3rd Pary Cookie

9 URL - Cookie:cti@2a7 netf
-5 Doubleclick - 3rd Party Cookie

£ URL - Cookiecli@doubleclick.net!
—-i5 Fastelick - 3rd Pary Cookie

£ URL - Cookiecti@fastelick.net!

-
4| | b

3 required elements were not found an your computer

-] Anti-virus Software

&4 Trend Micro OfficeScan no present al client
-3 Registro_restrictanonymous

G HEEY_LOCAL_MACHINEVWSYSTEMCurrentControl SetiCont
--3) GoogleTalk o

ff GnnnlrTalk nresent bl
4| | b
Scanner Status: Ready to Re-Scan gcan |

Ho[

L A B 8

FY

> | L]

a Done,

B
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a Integrity security scan report - Microsoft Internet Explorer - |EI|5|
File | * JBack'J'lﬂ @ EE

ZONE LARS © INTEGRITY SECURITY SCAN REPORT =

integrity.

I&

Address I:El htl:ps:,l'_,l'sre,l'default.u:gi?‘:‘.-"oEFIu:ugin.pI%SFdestinati-:un“:-"oSDhtj 'f';'

| i ; ettty did not find 1 reguired elermentl

will not bie able to log intd until you install the required items. Once you
o Tk el gruons, click Scanto access the site.
Cancel |

a Centre de Tecnologies de la Informacio - Microsoft Internet Explorer

| File 1 3*

Universitat de les
llles Balears

w Arees » General » Preguntes mes freqients » Antivirus » Com puc instal-lar el Cercar: | | F
programa d antivirus 7

m Com puc instal-lar el programa d'antivirus?

Enginyeria del software FPer installar el nou antivirus no cal que desinstallleu 'antivirus de Mcafee, ja que &s un procés
General automatic, Momés en cas que l'antivirus sigui d'un altre desenvolupador pot ser caldrd que feu la
desinstal-lacid rmanualment,

+« Inici + Arees « Alumnes + POl - PAS « Noticies + Miscel-lania - FAQs -

Sistermes

MarKes | COMUNICacions Cal tenir en compte la versia del sistermna operatiu on es val fer la instal-lacid:

M # Descarregau 'antivirus per a win 95/98/Me,

Estructura araanica o ]
o @ Antivirus Win 95/938/Me (19201KB)

Indicadars

Preguntes més # Descarregau 'antivirus per a Win NT/2000/%P/2003,
freqiients o B antivirus Win NT/2000/XF/2003 (20154KE)
Contacte

¢ Per a MAC o Linux consultau el servel de suport microinformatic

freqiients Un cop descarregat el fitxer heu d'executar el programa. Es possible que hagiu de reiniciar

Antivirus l'ordinador per completar la instal-lacié, Si teniu qualsevol dubte podeu consultar el servei de suport

rnicroinfarmatic,
Lectora de marques

aptiques
Alta Microinformatica

D —— LT (e
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S Agenda
£+ ;Qué es wifi?

=~ + Escenarios

=~ Cobertura

= + Arquitectura y gestion de red
» Cifrado

Control de acceso: autenticacion
Monitorizacion y securizacion
Herramientas

Sistemas IDS
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Mantenimiento de la red

S

-~
) al
Lo

» ;Funciona la wifi en todos los edificios?

- Localizacion de usuarios activos

- Robots APs: Linksys con Linux

o http://www.linksysinfo.org/index.php
* http://toys.lerdorf.com/archives/20-Kismet-on-the-Linksys-
WRT54G.html

* Monitorizacion de una red Wi-Fi autenticada mediante robots
- Ramoén Bayan (UOC) , Logrofio JT2005

N98s A uoloejue|dwi ‘oussi

Sl 2109

J

=)

IANSIREL 9P UoIoeZ1

>

@ » ; Estan bien configurados mis APs?

- Automatizacion de configuraciones para eventos
- Comparacion de configuraciones segun plantillas
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Mantenimiento

» ;Estan actualizados todos mis elementos de red?

 Bugs y workarounds... impresionantes!!

o) - El control de ancho de banda aplicada sobre el perfil de usuario
“no registrado” se aplica tambiéen a los usuarios autenticados
mediante VPN-PPTP

- Si un usuario bloqueado por el IDS deja de enviar el trafico
malicioso durante un tiempo, la gestion del equipo indica que
esta liberado pero realmente sigue bloqueado

- Todos los servidores Radius definidos en el AP comparten la
misma shared-secret

- La longitud de la shared-secret = 16caracteres sino se envia un
texto aleatorio...
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S Agenda
£+ ;Qué es wifi?

=~ + Escenarios

=~ Cobertura

= + Arquitectura y gestion de red
» Cifrado

Control de acceso: autenticacion
Mantenimiento de la red

Herramientas
Sistemas IDS
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Monitorizacion y securizacion

-~
jr‘) 0 17

+ ;Qué esta pasando en mi red wifi?
- Capturar en modo monitor/pasivo

BZIUNISS A uoloeiue|dwi ‘oussiq
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* Puntos de acceso Rogue

- Usuarios bien intencionados: Que baratos son los APs!!
- Usuarios maliciosos: Suplantacion de SSID y servicios.
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Agenda

; Qué es wifi?

Escenarios

Cobertura

Arquitectura y gestion de red

Cifrado

Control de acceso: autenticacion

Mantenimiento de la red

Monitorizacion y securizacion

+ Heramientass

Sistemas IDS
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Herramientas

» Sistemas Linux: la importancia del RFMon

- Live CDs

- lwconfig

- Ethereal

- Kismet y gpsmap
- Nessus

o Sistemas Windows: RFMon el problema...

- Netstumbler
- Airopeek
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Knoppix

* http://www.knoppix.org/

- Debian
- 8 GB de software instalado (DVD 4 GB)

o
(97)
(g0
)
O
>
=)
ab)
)
—t
ab)
o,
(@)
>
<
p)
qp)
@
S
q 4
Q

o UlE

&
—~ ? / /
7,

HNSsps.
&)

®

o )
=0 EC
=2 % =
= fﬂﬂ
5o
=2 &3
=5 2w
go T -
a8 88
e Z2 T
=} o
s, (&
i o5
w



Auditor

* http://www.remote-exploit.org/index.php/Auditor_main

- Basado en Knoppix
- Herra_r_njggt_g__s_ de s_eguridaq_

] Bk Prack - ¥iwors Worlonali
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BackTrack

quedwi ‘oussig

7

* http://www.remote-exploit.org/index.php/BackTrack
- Basada en SLAX
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SLAX

1oejue|dw

N

* http://slax.linux-live.org

- Basado en Slackware
- Crear tu propia live cd...

4} sLaX download page - Microsoft Internet Explorer - O] ]

(o Back ~ ) ~ %] [2] 2| pddress I@ httpeffsha.inux-live, org/download. php j| 'l';' |
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File |

934 8P U

g

= Customized USE Pen Drives Custom USE Flash Drive
14 (/) 64MB USE Flash Drive with Lago $12 Printed with your Logo! Low prices, 32mb
r) Free Custormn Logo, Fast Turnaround! to 2GE, Guaranteed Service

Ads by Goooooogle

a home o Download SLAX
s screenshots
s download SLAX is available as an IS0 image of the CD. It fits on small Scm CD-R{W).

Burn it with your favorite cd-writing software and then boot from the CD. You
might want to check yvour BIOS to assure it's set to boot the CD prior the disc,
Read changelog and known bugs befare downloading please.

o modules
= changelog

o requirements
o cheatcodes

= features SLAX Standard Edition v 5.0.8
o todo list
s testimonials SLAX SE is a poclket operating system providing wide
% Q : : s hyperlinks colection of useful software with ®windaow system and
. g F =] KDE desktop environment,
B g e = documentation
— - .
= & w P = webconfig [?] download 186 MB : ftp : http @ bittorrent
o & & a o forum [?] diff bsdiff not available
a § F s = guesthook CTTELT meo g [7] mndSsurn ObZe3c22bedsf2eva304254398230209
o8 o s newsletter
35 28 o support
sz 3= PP
= ; o Special SLAX versions
U% m o rnntart h
o N |@ ’_|_|_|° Internet 4
o o
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SLAX

* Versiones basicas: 111MB y 52MB

; SLAX download page - Microsoft Internet Explorer

Qe -0 - HE *

Fie 1 **

Address I:E[ httpsffslax . linux-ive, orgfdownload, php j :r'

o Minimalistic SLAX versions

These editions are very special in their size. One fits 128 MB USB Flash Keys and
the other one fits even 50 MB creditcard cd., Be aware that these editions are
heavily stripped down, you will miss a lot of libraries to run many SLAX modules.

SLAX Popcorn Edition v 5.0.8

SLAX PE is a pocket operating system which fits even
128MB USBE Flash Drives, It contains only XFce
desktop, Mazilla Firefox, beep-xMMS, Gaim, Sbiward,

[?] download 111 MB : ftp : http : bittorrent
[*] diff bsdiff not available
[?] mdSsurmn  2557e222a442d0a527b45b523501 1dad

SLAX Frodo Edition v 5.0.8

SLAX Frodo edition is the console base for all other
SLAX releases. It doesn't contain almost anything,
only full working Linux commmand prompt and drivers,

[?] download 52 MB : ftp : hitp : bittorrent
[*] diff b=sdiff not available
[?] mdSsum  23c8c246bdd2006751726377dche334e

|&] I_ ’_ l_ |4 Internet




SLAX

2} SLAX modules page - Microsoft Internet Explorer -0l x]
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= , File | *({JBack = ) = [x] (2] **|~ddess I@ hktp: ffslax linux-live orgimodules, php j| ':;' |
< « Modulos :
@
(gp)
(@)
E Enhancing ESX Server - Hot Backup, Replication, Monitaring
N esxRanger esxReplicator esxCharter wwww.vizioncare. com
\ab) Ads by Google
(@)
@
=)
@) o home o Download SLAX modules
@ o screenshots
= s download - Additional software for SLAX is provided in the form of compressed rodules,
9D o modules The wusage is wery simple, just add wour downloaded modole to fmmodoles/s
< = changelog directory on the CD to include it in SLAM permanently, or use "uselivernod”
8 CF command in SLAX to activate the module on the fly, when the system is running.
= s requirements
; o cheatcodes
° features artwork graphics multimedia
o todo list
s testimonials
o hyperlinks
s documentation @ games % office a education
s webconfig
o forum
o guesthook .
e newsletter network security | system
o support =
o contact
o developers Q develop drivers ﬁ multilang
oL ) = blag
W_g % g o get paid
s - —
72l . .
5 6 < 9 | console libraries other
2o W 9; -
=] %) @
55 o=
oo
c.z = a = Mewast modules
=N .c—>. ; Q | | | Search | Top rated modules
(=) =
B 6 G -
o
v & = ||| |4 mternet Y
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oft Internet Explorer

Bl | Address I.ﬁ} hittp: f{slax. nuz-live.orgfmodules. php?categaory=security

security modules
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module category size last change rating

» Seguridad

=)
< _ :
wn Aircrack 2.3 security 0.11 MB 200&-03-17
g airsnort 0.2.7e security 0.19 MB Z006-02-01
E T and-line (no gui) 2.1.6 security 6.10 MB 2006-03-10
N berypt 1.1 security 0.02 MB 2006-02-13
g ClamaV 0.86.2 security 3.66 MB 2005-08-25
O~ ClamaV 0.88 security 4.11 MB 2006-01-25
= darksun L. seCurity 29.85 MB 2006-03-01
% security  5.68 MB 2005-07-07
— -prot 4.6.6 security 442 MB 2006-03-22
8 FireStarter - & Linux Firewall 1.0.3 sECuUrity 2.32 MB 2005-07-25
3 Firewall Builder (fwbuilder) + libs 2.0.7 security 245 MB 2006-02-14
E g . SECUrity 0.34 MB 2005-07-10
= 1v2 security  0.72 MB 2005-09-03
: e security 2.72 MB 2005-09-20
KlamAY 0.35 security 0.75 MB 2006-01-25
mdSdeep 1.9.3 security 1.13 MB Z006-02-Z21
Metcat 0.7.1 security 0.02 MB 200&-01-21
Nmap 3.81 security 1.80 MB 2005-07-12
Mrnap 3,93 security 0.59 MB 2005-10-164
(<l Nmap 4P sECurity 0.00 MB 2006-03-23
qttprot 0.2.1b security 0.05 MB Z006-03-10
Snort 24.0 security 1.17 MB 2005-09-29
;W security 045 MB 2005-10-29
a0 EC TrueCrypt for SLAX v5.0.6 (+deps) 4.1 security 0,25 MB 2006-03-20
E;‘-; g E. wipe 0.20-1 security 0.04 MB 2006-02-09
e ¥S
% g8 @ back E:-i-‘;l add module
<2 22
R o & | | ISSEEH o, ated modales
- [ [ @ mtemet




22
&
52 —OH @ * | Address I@ htkp: ffslax. inux-live, orgfmodules, phpfategory=drivers
5 3
S g
93'_1 ; L- _'.'I driver modules
Q
)
= : | |
< ° Drlve rS rmodule cateqory size last change rating
A bifilter for PIXUS printers 2.50 drivers 0,02 MB 2006-03-13
g Zanon Pixus Printer Driver 0.2 drivers 13.24 MB 2006-03-28
[= captive ntfs drivers 1.0 drivers 2.13 MB 2005-09-01
= captive-static-1.1.7 1.0 drivers 12,88 MB Z006-02-10
QN_) EZounD (Enlightned Sound Daermon) 0.2.35 drivers 0.12 MB 2006-03-07
@ ESP Ghostscript 7.07.1 drivers 3,79 MB 2005-10-20
8 Gimp Print drivers 4.2.7 drivers 2,29 MB 2005-07-07
O gnu-gs-fonts 6.0 drivers 2.55 MB 2005-10-20
GD) Host 4P 0.3.9 drivers 0,22 MB 2005-03-24
W drivers 1,12 MB 2005-07-07
HPLIF - HP printer drivers 0.9.4 drivers §.31 MB 2006-02-14
ipwzlon 1.1.2 drivers 1,16 MB 2005-03-06
ipwzzo0 firrmware 2.4 drivers 0.25 MB Z00&-D2-Z8
LCDproc (with all drivers) w0.4.5 drivers 0,11 MB 2005-03-28
Linux driver for SMS6 Moderm good drivers 0,57 MB 2005-11-04
linux-wlan-ng FOR PRISMZ USE QMUY 0.2.3 drivers 0.36 MB Z006-02-01
rmadwifi 20050514 drivers 0,25 MB Z005-03-24
C_nadwifi dated 03-15-200590060319 drivers 0,26 MB 2006-03-19
MFORCE Drivers 1.0 drivers 5,36 MB 2005-07-24
MMIDIA Display Driver 1.0-31758 drivers 5,81 MB 2005-12-28
MWVIDIA Display Driver xconf 1.0 drivers 0,00 MB 2005-12-30
MWVIDIA Drivers (for slax 5.0.7b) 1.0-7676 drivers 5.41 MB 2006-02-11
Miidia Drivers (TNT Yersion) 71.74 drivers 4,73 MB 2005-11-04
Miidia Graphics Drivers 76.67 drivers 5,37 MB 2005-11-04
arinoco-patched 2.6.12 drivers  0.09 MB 2005-09-09
% Q E g W i & g.ﬁ. iP1500 2,50 drivers 1,91 MB 2006-03-03
E;:“ g E‘ 2500 MB 2005090 drivers 0.08 MB Z2005-09-07
:‘._) % ool 9; sane 1.0.16 drivers 2,91 MB 2005-10-21
a — & <h sane 1.0.17 drivers 3,07 MB Z006-03-15
2 g g 5" Wia Unichrome video drivers r30 drivers 0,88 MB 2006-02-14
= =3 ; - Wireless Driver for AC¥111 cards 2.6.16 - 5.0.8 drivers 0,13 MB 2006-03-26
0‘3_ % Zydas 1201 Wifi device drivers 0,14 drivers 0,10 MB 2005-12-21
Z § I_I_I_lﬂ Internet
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MySLAX

* http://myslax.bonsonno.org/

ol
MySLAX creator
Welcome Wielcome
Add modules
Remove modules
Madify baat optiors This wizard will help you in creating a custamized SLAX CDO.
ar & SLAX LISE stick
Create MySLax
Burn MyS LA
Create Mys
Boot MyS
b 9
Lheck for updales < Back Mest > Caticel
| 4




MySLAX
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* Montar una ISO

1ol x]
MySLAX creator

Select zource

=
=<
%)
52)
%)
(=
=,
N
Qy
),
o

7

Select zource

—Source pe:
) CO-ROM %) [S0-Default ) [S0-Daemor bools

Add modules

Remove modules

aelech CLWENTD dive;

Muodify boaot options L CD Drive (D) j

I Sapaa 9p U

Create MyS

—Select an SLAX 150 image:

Burn byS
< hdadesh mwares SOMS LA glar-frodo-5.0.5. =0 EI
Create MyS
Mount Umount | | Umaunt ALL | | usestick | [Bumthisiso |
Boot MyS
o =
L'} e ]
=2 § E.
e <
2o we
=4 .
§ : & ; Check for new 150 images.. < Back Newt > Cancel
o 0 e
8C 0N
c.= 4 | v
=3=3 ; 2
=) ="
s o
.
72}



MySLAX
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Remove modules 2 vriware ipw2200_firmware_2_4.

= ~ u 1 4 [ ]
» Anadir modulos: Drivers
2 fiadir modulos: Driver
qp)
()
S
=
5 3¢ 5L Creato by Mortin Storrenarg vesson b1 _ioix
=, MySLAX creator
8\ Add modules
(@)
z Select zource
q
o) L SLKE] ||| Avalable modules | | dd to directory: |
D Add modules 2% Dades [2) e H':'St_-""'-P_Dﬁ_E-m':' Joptional | destra |
) dades o ipw21001_1_2.ma /modules
-

1) 5L
23 modules
& drivers

todify boot optionz arnoco_patched 2 B

rt2500_ME_20050307.r

<

= linus_wlan_ng FOR_PF A =
210 g radwifi_ 2005081 4.mo

<

&

Create bMyS

Burn MyS LA

Create M _|r|E; ick

o ] Boot MySLAX
925
B o= .
5 2 2 ]
Sao WE
D Eg
g g g'_- Check for new new modules.. < Back Met > Cancel
20— -
2 d g |
03. o S
.
72}



MySLAX
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* Network utils: Ethereal, Nmap, Snort ...

# MySLAX Creator by Markijn Starrenburg version 1.4.1 - |I:I|5|

MySLAX creator
u welcome Add modules

=
=<
%)
52)
%)
(=
=,
N
Qy
),
o

7

E Dadez [£] j Available modules | Add ta directany: |

I Sapaa 9p U

Add modules # Dades ) i 'I'f._ al_0 10_17.mo Joptional | festra |
29 dades g hplngE_n:S_mn dmodules

Remove modules 2 Vmware - |pFr§f_2_?_D.mD Zhdades Y mwarehl 51043

9150 o Minicom_2_1.ma Z:\dades W mwarstl S04

9 sLAx c‘} Mmap_3_93-1.mo Zhdades\Wrmare 5043

todify boot options q} Snort_2_4_0.mo Z:M\dadez W mwareh 5045

29 modules u_} Teodumo 3 9 3mo Zhdades\Wrmare 5043

o 1 EREMMp_2_=_=. Z:\dades\Wmwarehl 504

Create ky 4 Zhdades\Wrmare 5043

’ ZhdadesiW rimaret 5104

Burn kyS
Create MySL k

} [n] |:|t r'.'1 _I,I E;

oy
ﬂ_g %g i | 3
g o= 1]
5 6 » - I
E)% EE’; Check f dul
a § F E. ECE Ol e neW Moadules. . {Eack | HEHt> Eahcel
28 BB
23z | y
=} (=" o
as, o
Y
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MySLAX

>
2)
@D
N
o
=
S
QD
=)
—~
Q)
)
On

=) ]
o« Kismet
< I Il
(qp)
=
= =
N
= MySLAX creator
g: Add modules
@)
GD)
(-l; 3 Dades [£:] j Aveallable maodules | | Add ta directony: |
Add modules 5 Dade: [2) o Kismet_2005_08_R1_v foptional | festra |
7) 2 dades rnodules
= Remove modules 3 Wmware £ hdadesh mwareh 5043
: =2 150 add = Z:hdades\W mwareh S04
9 9 sLax £ hdadesh mwareh 5043
& |:||:|if_lrl bioat |:||:|ti|:|r'|:5: 2 hdades\y rware S04S
29 madules & hdadeshY mware 5045
£ hdadesh mwareh 5043
Create My Zhdades\Wmwareh 5043
’ £ hdadesh mwareh 5043
Zhdadesh mwareh S04
Buirr Myt { £ hdadesh mwareh 5043
. Zhdadesh mwareh S04
£ hdadesh mwareh 5043
Create Mus Fefl Zhdades\Wmwareh S0MS
- : £ hdadesh mwareh 5043
— Eoot My
o
2 ’S % g | | r
cE wZ P
:‘._) & E 9; Check dul
a § F §: eck for new new modules.. < Back | Nest > Cancel
=
5232 |
=} (=" o
s o
.
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« Creamos la ISO...

Welcome

Add modules

Remove modules

Modify boot options

Create MyS5LAX

Burn hdys

Create ks

Boot M [T

MySLAX

MySLAX creator

Create bMySLAX 150

# MySLAX Creator by Markijn Starrenburg version 1.4.1 - IEIliI

Select a new SO name

< hdades W rmare S04 LA W f-frodio-5. 0.6 iz

Create 150

—Statu

B1.9 ME

Lone with:
WMriting:
Done with:

Path table sizelbytes): ld4g

The Filei(s)
Ending Padhlaock
Ending Padblock

FZ068 extents written (&6Z ME)

Blockis=s)
Start Blc

Blocki=)
-

¢ Back Mewt > |




MySLAX
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* Grabamos un CD...

# MysSLAX Creator by Matrtijn Starrenburg version 1.4.1 i [m] B

MySLAX creator
Burn MpSLA 150

=
=<
%)
52)
%)
(=
=,
N
Qy
),
o

7

Add modules —COADVD recorder setting

Recarder: Speed:
1,00 NECWM/ar YMware IDE CDR10 2 I R =]

Remove modules

I SapaL ap U

Burnfree Owerbure CO-Rws
e oot s {r:‘ Disable ¢ Enable {G‘ Dissble ¢ Enable {I‘ Erase

Create by

Bum MySLAX Bl

—Statu

Create by ik ;I

o [o— doot kMyS
8P ES
QT E* m - ;I
= W -
5 ¢ [
So
Q6 sy a
a § F —y < Back Mext » Cancel |
S B8 = -
sc @
(=) (=" v
as, o
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Add modules

R emove modules

I SapaL ap U

odify boot options

Create MySs

Brurm by

Create MySLAX stick

# MysSLAX Creator by Matrtijn Starrenburg version 1.4.1

MySLAX

* Grabamos una llave USB...

MySLAX creator
Create a boatable USE SLA stick

=10l x|

Select USE drive:

Create LISE Stick,

—StatL

[

< Back Hext > Cancel

oL ] :I:II:It M _Irl.
s ES
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Wireless-tools

039S )0 0404

» iwconfig: Configuracion wifi en linux: wireless-tools

- mode = [ad-hoc,managed,master,monitor]
- essid: Indica el SSID de la red (ANY para cualquiera)
- freg/channel: configura el canal
7 - key: para WEP
» |wlist: Ofrece informacion sobre la interfaz
- freg/channel: canales que soporta
- scan: lista los APs o Ad-hoc cercanos

@ * iwpriv: Configura parametros opcionales
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lwconfig

* Asociacion:

- Tarminal - Konsole:

Sesion  Editar  Vists  Marcadores  Preferencias  Ayuda

root@El A I# iwconfig ethd mode managsd essid HUIE

root@AL /14 iwconfig ethA

gthA IEEE 86Z,11b ESSID:"HUIB" MHickname:"Prism I"
Mode:Managed Freguency:?.437 GHz  Access Point:
Bit Rate:11 Mbfs bEfrL A
Retry min limit:8& RTS fur off  Fragment thr:aff
Encryption key:off
Power Mansgement:off ;
Link Bualltu=5df91 signal lewvel=-Z8 dBEn HDIS:
Rx invalid nwid:@ PRx inwvalid crupt:@ Rx inw jlld

=sive retries:@ I walid misc:@  Missed tE

root@Al /14

S| 1erminal M Terminal ME 2 # Terminal M® 3

(=To]x]
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Iwlist: scan

Sesion

Editar

Terminal - Konsole

Wista Marcadores Preferencias Avuda

root@AL /18 iwlist ethA scanning
acan completed
Cell A1l - RAddress:

ethA

ESSID: "HHIE"

Mode Hd_ttr

Frequency:2.412 GHz [(Channel 1)
Signal lewel:Z3/ 153 Moise level:
Encryption key:

Bit Rate: /s

Bit Rate:2 Mb/s

Bit Rate:5.

Bit Rate:

Hddres=s: AA:AA9R A1 REFT
ESSID:"Telefonica"

Mode:Haster

Frequency: 2 z [Channel &1

Signal lewve if{ﬁﬁ Hoise lewvel:

Encruption key
Bit Rate:l Hh s
Bit Rate:Z :
Bit Rate:5.5
Bit Rate:

28,153

184153

“lox
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Iwconfig: mode monitor

| '- ""I’:iif-rﬂiﬁ'ai = Eiﬁﬂﬂﬁtﬂé

Editar “ista Macadores Preferencias

Sesian Ayuda

root@AL 14 iwconfig eth® mode monitor channel 6

root@Al A1 jwconfig ethe

ethE IEEE &BZ.11b
Mode:Monltor  Frejuency
Bit Rate:ll Mbs/s  Sens
Fetry min limit:3
Encryption key:off
Power Management:aff
Link Quality=6Z/9z2
Fx inwalid nwid:A
Tx excessive retries: @

ESSID: "HUIB"

Mickname: "Pr.sm

Signal lewel=-22 dBm Hoise lewel=-139 dEm
Fw invalid crypt:@ Rx inwalid frag:@
Invalid nisc:@  Missed aeacon:B

root@El /14 ]

~i— || | Terninal M Terminal M2 2 M Terminal M2 3




J

],

|WI|st freq/channel

root@Elknoppix]# iwlist ethB freguency
] S0l ethi 255 channelz in total; available freguencies :

i : Channel H1 : Z.41Z [GHz
Ll Termn Channel 82 : 2.417 GHz
o Channel B3 : Z.42¢ [Hz
- . T s oa — e o Channel B4 : Z2.427 [Hz
Sesion  Editar  “ista Marcac Channel @5 . 2432 GHe
Channel BE : 2,437 GHz

1 1 Ch I B¢ 3 2.442 BH

root@ALA1# iwlist ethA freguenc A e

ethA 14 channels in total; Channel @9 : 2.452 GHz
Chann=]1 H1 e b L ] Channel 18 : Z2.457 GHz

] Channel 11 ; 2,462 GHz
Channel B2 2,417 GH Uerrel 02 o 2 R e

Channel B3 2,422 GH Channel 13 : 2.472 GHz

. Channel 14 : 2.484 GHz
Channel A4 2,427 GF e e

Channel B3 2,432 GF Channel 36 : 5.18 BHz
Channel B 2.437 GF Channel 38 : 5.19 GHz

] Channel 48 : 5.2 GHz
Chanmel 87  2.442 Gk Chanmel 42 : 5.21 Gz

Lhannel Bo  £.d47 GR Channel 44 : 5.22 GHz
Channel B9 2,452 GK Channel 46 : 5.23 GHz

! Channel 48 : 5.24 GH
Channel 18 2,457 Gk il e el

Channel 11  2.462 Gk Channel 52 : 5.26 GHz

Curent Frequency=z, < Channel 56 : 5.28 GHz
Channel 58 : 5.29 GHz

Channel 68 : 5.3 GH=z
root@AL /1% |} Channel 64 : 5.32 GHz

Chamnnel 18 : 5.5 GHz

‘ TEI FTIER E'l arr i = Channel 1H4 : 5.52 GHz

. '.T_ Frmir= Channel 1B8 : 5.54 GHz

Channel 112 : 5.56 GHz
Current Freguency=2.437 GHz (Channel 6]

“

.‘
oles )
A
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O I O O i o o i o Y o Y Y T Y Y o A o T Y %

saeadfey SIII

SI 9P jelIs.JoAIU)

M Terminal M2 2

SO1T0[0UDI ], Op 21U

root@aLknoppix=1# |




Ethereal

Sniffer con modo grafico

Modo consola: tethereal
- La alternativa a tcpdump...
Protocol dissectors!!

Con editcap podemos convertir otros formatos de captura

- AiroPeek/Wildpackets
- Network Associates
- etc...
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Bl BackTrack - VMware Workstation

@ BackTrack

=101 x|

(Untitled) - ER.ereal
File Edit View Go Capture Analyze Statistics Help

= il o

PE xS Re»0F L I[EE QQAFl M E X ©

Eﬂlter_ LI + Expression. .. Eglear f gpplyl
Mo. . |Time | Source | Destination |’mtoca|| Info | Z‘
T873 292, 262425 Enterasy 6b: 07 bf Broadcast Beacon 1 Beacon frame,SN=1933,Fh=0,B1=100, 55I0: “"WUIE"
7874 292, 276921 Senaolnt_36: ab: 2b Compaglo 2e: 20:58 Null fur Wull function (No data),SN=3783,FN=0
L277898 192,168,185, 160 192,168, 185, IMP Echo (ping) request
T78Th 292, 285308 192.168,185.1 192,168, 185, 160 IMP Echo {ping) reply
TETT 292, 289931 Adronet_al:68: fc Broadcast Beacon 1 Beacon frame,SN=777,FN=0,BI=100, 5510 "Telefonica®
7378 292,318427 Enterasy_6b: 07:bf Broadcast Beacon 1 Beacon frame,Sh=1934,FN=0,B1=100, 55I0: "WUIE"
7879 292,339888 CompaqCo_2e: 20058 EBroadcast EBeacon 1 Beacon frame,SN=2579,FN=0,BI=100, 55I0: "WUIB" J
78E0 292, 347100 Aironet_al:ed:fc Broadcast Beacon 1 Beacon frame,SN=779,FN=0,BI=100, 55I0: "Telefonica®
TART 232.3R3911  Fnteraswv Rhe A7 hf Rroadrast Rearnn 1 Rearon frame. SN=T1935 . FN=0.RT=100. S5TH: "WITR" :I

I Frame 7875 (236 bytes on wire, 236 bytes captured)
I Prism Monitoring Header
=~ 1EEE B0Z2.11
Type/Subtype: Data (32)
I Frame Control: Ox0102 {Normal)
Duration: 258
B55 Id: CompagCo_2e: 2058 (00:02:a5: 2e: 20:58)
Source address: Senaclnt_36:ab:2b (00:02:6f:36:a0: 2b)
Destination address: LannerEl_04:a2:67 (00:90: 0b: 04: a2: 67)
Fragment number: O
Sequence number: 3784
Logical -Link Control
DSAP: SNAP [Oxaa)
IG5 Bit: Indiwvidual
SSAP: SNAP [Oxaa)
CR Bit: Command
I Control field: U, func=UI (0x03)
Organization Code: Encapsulated Ethernet (0x000000)
Type: IP [0x0500)
[ Internet Protocol, Src: 192.168.185.160 (192.168.185.160), Dst: 192.168.185.1 {(192.168.185.1)
I+ Internet Control Message Protocol

0020 00 98 0b 04 a2 67 80 ec GENEENEERE]E R EE NN ..

0Ob0 45 00 00 3c db6 ad 00 00 80 01 70 20 cO a8 b2 ad E..<.... ..p ....

Ofcd cO a8 b9 01 08 00 00 5c 02 00 4b 00 61 62 B3 64  ....... Y .. K. abcd
idd 65 66 67 68 69 6a 6b 6c bd Be 6F 70 71 72 73 74 efghijkl mnopgrst

E'naliil 75 76 77 Bl B2 63 B4 65 BE B7 B3 69 uvwabcde fghi -
igical-Link Cantrol {llc), & bytes | P: 8554 D: 8710 M: 0 Drops: 0 ,ﬁ




Kismet

039S )0 0404

La herramienta por excelencia en wifi!!

Analisis de redes wifi

- Trabaja en modo monitor
- Realiza channel hopping

Cliente/Servidor

Imprescindible conocer el driver compatible

- Para trabajar en modo monitor
- Parametro: “-c rt2500,eth0,comentario”
- Fichero de configuracion: “-f kismet.conf”

* Puede sincronizar la informacion con GPS
- gpsmap para realizar mapas
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H—Netwﬂrk List—{Autofit)

= Ahane A EaaEn

—Info

Mame T W Ch Packts Flags Data Clnt MHturks
pEthfind3r A Y OB 171 70 a5 105
<no ssid:> A M O5 1 0 0 Fckets
ErulliMetl B Y OB Z7F 0 0] 1Z25&
linksys A N OB 81 FU4 8 2 Cryptd
marley A M OE 31z 17 1 104
<o ssid» O M —— 20 B2 z0 1z Wealk
I PEREMAS B M O7 A0 0 0] 0]
<o ssid> A Y 0B 1 0 0 Molse
GR:EWirelessHetwork B Y 0B Z 0 0 259
I SECHMAS A M O7 13 0] 0] Discrd
<o ssid» ODH —— 1 Aad 1 B& Zz49
' {Lucent Outdoor Router: oM — Ze7 ZB7 1 FPktsss
50
Elapsd
—Qa00z 7
—Status
Found IP 15%9.139.90.1 for <no ssid>::00:04:76:BBE:A7:04 wia ARP
Found IP 159.139.90.1 for <no ssid>»::00:04:76:BE:fp7:04 via ARP
Found IP 159.139.90.1 for <no ssid>»::00:04:76:BE:Ap7:04 wia ARP
Found IF 159.139.120.13 for <no ssid:::00:BO:DO:DE:&0:E3F wia TCF

-—Batterg: AC charﬁinﬁ 100% OhOmOs
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E Kismet

S

‘ff., * Hot-keys:

= - s. Para ordenar (canal, potencia,etc...)
=2 - h: Ayuda

2 - i: Obtener informacion

7 - ¢: Mostrar los clientes de la red

= ) - p: Captura de paquetes en tiempo real

- d: Volcado de strings de la captura
- |: informacion sobre sefial/ruido

— X: cerrar ventana

- Q: salir de Kismet
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Kismet
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* AP info

Q)
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B Network Details (-1 Up
S5ID : linksys
cerver @ localhost 2501
BSSID : 00:04:5/8:ED:40: DB
Bl HManof : Linksys
Mode1l : Unlkenown

Matched : 00:04:58:00:00:00
FACTORY COMFIGUEATIOM

Max Rate: 11.0

First : Fri How & 03:19:37 2002

Latest : Fril Mow & 03:19:3&8 Z00Z

Clients : 2

Type : Access Point (infrastructure)
Channel : B
WEF : Mo
Beacon : 100 (0.10Z2400 sec)
Fackets : &1
Data 8
LLC P 73
Crypt : 0
Wealk : 0
—| =ignal =
— Quality 0 (hest O} —
&0 EG Fower : 0 (hest 0) i
52 @ E Noise 0 (hest O} 1
50 (+) Down—
o & ?2‘ sorting client display by time first detected
3 i — % —Batterg: AC charﬁinﬁ 100% OhOmOs
g B8
sc @
(=) ="
LE 3
I
wn



Kismet

quedwi ‘oussig

* Clientes

—Metwork List—(First Seen) | —Info—
lient List—{(Autofit)
MAC Manuf

00:50:28:FZ2:9E:54 Unknown
00:50:88:09:69:EZ2 Unknown
00:0Z:A5:2B:12:60 Compag
00:02:A5:AA:BZ:ES Compag
05:00:11:0E:CO:E1 Unknown
00:0Z:A45:AC:60:07 Compag
00:0Z:A5:E5:40:07 Compag
00:50:2B:06:99:BE Unknown
00:0Z2:A5:97:1C:BA Compad
00:50:28:E1:30:07 Unknown
(04 :AC:DC D& : Unknown
00:0Z2:A5:96:31:6B Compag
00:07:0E:B9:3E:A9 Cisco
00:0Z2:A5:AA:B4:27 Compag
00:0Z2:A5:B0:0Z2:63 Compag
00:0Z:A5:F0:8F 124 Compag
00:50:2B:B3:60:03 Unknown
00:08:0Z2:24:0C:BE Unknown
00:0Z:A45:B0:6E:EF Compag
00:0Z:A5:AC:6C:10 Compag
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a0 EC — 00:02:A5:97:10:19 Compag —
== ] =, 00:02:A5:965:3C:C0 Compag 1
5‘3 < 00:0Z2:A5:96:36:AF Compag
c= F5
E(ﬁ F% Sorting by time first detected
= g B —Batterg: Aac charﬁinﬁ 100% OhOmis
NS - '
=} Z =
s o
.
wn
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Kismet

 Client info

AEEEe Lt merusun. neds Ahenmeddragarnt

1 —Info——-

B-Client Details

Type : To Distribution (Wireless->AF)
cerver @ localhost 2501
MaC D O0:06:25:AF 111 :9B
B tHaruf : Linksys
Model : Unknown
Matched : 00:06:25:00:00:00
First : Fri How & 03:19:37 2002

Latest : Fril Mow & 03:19:37 Z00Z
Max Eate: 0.0
Chanmnel : O
WEF : Mo
IF ;192 .1658.1.100
Fackets
Data 4
Crypt 0
hlealk 0
Signal o
0 (hest 0]
0 (hest 0]
0 (kbest Q)

Nuality
Fower
Holse

Found mew network "<no ssid>" bhssid 00:40:96:458:FR:23 WEP ¥ Ch & B 11.00 mhb

1
1
1
1

-—Batterg: AcC charﬁinﬁ 100% OhOmOs




Kismet
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3
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Q
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+ P {
= aquetes
@D
@
=
-
N =a
QD : alir. 1= T
), —Metwork List—{First Seen) | —Info—
=3 BPacket Types

ME ME MB M DD DD DD ME ME ME ME ME ME ME ME ME DD ME ME ME ME ME DD ME

ME DD ME ME ME ME ME ME DD DD DD DD DD DD DO DD DD DD DD DD ME ME ME DD

oo M Mg DD ME ME ME ME ME ME DD DD DD DD ME MEB ME ME DD ME ME DD DD DD
ME ME N ®ME ME DD DD DD DD DD DO DD DD DD DO DD DD DD DD DO DD DD

0%9:52:50 - DATA (Encrypted
0%9:52:50 - DATA (Encrypted
09:52:50 - DATA (Encrypted
+| 09:52:50 - DATA (Encrypted
0%9:52:50 - DATA (Encrypted
0%9:52:50 - DATA (Encrypted
0%9:52:50 - DATA (Encrypted
09:52:50 - DATA (Encrypted
09:52:590 - DATA (Encrypted
09:52:50 - DATA (Encrypted
0%9:52:50 - DATA (Encrypted
09:52:50 - DATA (Encrypted

: {Encrypted
0%9:52:50 - DATA (Encrypted

[
i
10
(]|
[
(]|
i

|
=
T
_|
T

o e __
“_;O 5‘; —| 09:52:50 - DATA (Encrypted —
ig » 2 09:57:50 - DATA (Encrypted
%,9_ ? e 09:52:50 - DATA (Encrupted
= w
gg §§ Sorting by time first detected
g:g = - —Battery: AC charging 100X OhOmds
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Kismet

 Sources... Hay que testear el driver con nuestro material

- hostap
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- madwifi_ag
- 112500
- cisco_Wwifix

- ipw2100,ipw2200 - Centrino
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hostap
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madwifi_ag
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‘ 2 I
RPTNC Female

N-Female

‘I'
THNC Female
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Kismet on Linksys

* AP basado en linux = upgrade firmware

- http://toys.lerdorf.com/archives/20-Kismet-on-the-Linksys-
WRT54G.html

- source=wrto4g,eth2,wrtd4dg
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GPS

» Sincronizar capturas con GPS...
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hello WPS

Forget GPS

* http://lwww.skyhookwireless.com
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(72)
D
]
(@)
ab)
=
—t
Q
=
@)
= i Network Stumbler - merge 2.ns1
\< Eile Edit “iew OCptions MWindow Help
w DSE|>®|%=-EEa 2| f
g merge 2.ns1:1 =] 3
S ‘E}f’] Channels 21 MAC Ch.. | WEP | Type | S5ID ~ Name Yendor SMR | SMR+ | Latitude Lops
bl
e @oo02200Fon21 1 AP Airid ave Happy Donuts Agere (Lucent) Orinoco 20
we @ 00601DFOZBES 3 AP Airii ave AirWaveOne Agere (Lucent) Wavel AN 10
47 3 @ 0002200FCECE 11 AP Air'i ave APZ Printer's Inc Mountainview  Agere (Lucent) Orinaco 27 it
i’ 4 @ 00601DFOBREC 3,5 AP Air'i ave APL Printer's Inc Mountainview  Agere (Lucent) Wavel AN 46
i @ 004006442084 & Yes AP Alanz Cizco (Aironet) 10 M37 413520 Wl
FI @ 00601DIELAFE 11 AP Alpha Agere (Lucent) WaveL AN Q M37.332253 Wl
w7 _||@o00400630E808 1 AP alpha Cigco (Aironet) 4 M37 412748 Wl
4 8 @ 004006492BE5 6 Yes AP amdw lan Cisco (Aironet) 3
%0 @ o0s01b22C004 3 AP Angela's Airpart Arena Angela's Animal Town Agere (Lucent) Wavel AN 3l M37 442843 Wl
@ 00022D0DEE5 @ 00601DFICCTD B AP Angela's Airpart Arena Hitoshi's Hangover Haven Agere (Lucent) Wavel AN 43 M37 443073 Wl
: @ 00022027 A07: @ 00004B084890 1 AP any Gemtek (D-Link) 13 M37 410712 Wl
@ 00304B065046 T AP ANY Delta Metworks 11 M37.333678 Wl
@ 0040962 AT 02¢
@oo02200c330C 1 AP Apartment Agere (Lucent) Orinoco 2
@ 004096324060 P 9
@ 00400635B3F7 @ 00022D0BAGAT 1 AP Apple Network 0Ba6a?  Mignot Base Station Agere (Lucent) Orinoco 13
Lo @ 00400635026 @ 0002201FEDRT 1 AP Apple MNetwark 1f5db7 Agere (Lucent) Orinoco L5}
i ‘x| |@o0022D1F6E38 1 AP Apple Network 16538 Agere (Lucent) Orinaco -1
4 [EC I K0

A merge 2.ns1:2

~ @ 00022DOFCECEA]
@ 00022DOFDL0E
@ 0002201BT65F
@ 00022DIF650E
@ 0060101E3T41
@ 00601DFO2BAE
@ 00601DFOGBEC
) 00601DF24746

£ Alanz

<k alpha

= amdwlan

<k Angela's Airport A

oL oy
&0 = - & ANY
== ® E. = Apartment
— o g - = Apple Network 08
.;_“ o w o 2 Apple MNetwork 11E
SRS AL
{Q—j et X} g Mot scanning |GPS timed out v
22 ey -
=] w

(= =¥

s o

Y

]



QIDRULIOJU] B[ ap
SOIF0[0UII], P ANUD))

quedwi ‘oussig

Q)
=,
@)
=
<
&)
D
)
c
=)
N
Q
)
o
=;

saeadfey SIII
S AP JLIISIdAIU)

ZF MiniStumbler % 12:09 €3
MAC Char | 5510 SMR.
(DOD90D100BFEC 11 WLAN 5
@0090D100B93E 11 WLAN
(0090D100CCEF 11+ WLAN 10
@ 0090D100BECS 6 WLAMN
@004033AFC3D1 10 Wireless
(0090D100CAAS 11 WLAN 17
{@0090D100BEDZ 1 WLAMN

A m ] [ »
Ready 3 APs |lGPs off |77 |

File View Options [ % | @ @ E|‘

Netstumbler

& StumbVerter - Universal NetStumbler converter - MapPoint 2002 edition

Impart Filter Map
Logged APs: 210 logged

Trash Yiew Config GRS

Access Point map: (GPS Enabled on COM1.]|

& WORKGROUP

T wil-eio-tqy

*A° WLAN 011

B’ WLAN 009

K’ WLAN 008

K’ WLAN 005

K" WLAN 004

A’ WLAN 003

&’ WLAN 002

&’ WLAN 001

&’ WLAN

"8’ Wireless 001

"B’ WaveLAN Network 009
"B’ WaveL AN Network 008
A’ WaveL AN Network 007
&' WaveL AN Network 006
&' Wavel AN Network 004
"B’ Wavel AN Network 003
K’ Wavel AN Network 002
K" Wavel AN Network 001
A’ Wavel AN Network

T WaveLan CVC-intern
‘A’ WARPSTAR-1BDOFS
"3’ USPEBCNO1

Re@. 2B O M6 =Y

Save C3Y

Exit

. |Tvpe place or address

L

EtccAnJ]

Carrerde-yalimajor

darding
Fosta Eduard
* Marcpila

ZK)J et T

APs with no GPS coordinates:
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s Airopeek

= * Producto de WIlidPackets

== * Proporciona drivers para trabajar en modo monitor
==« Sniffer analizador de protocolos

2 =+ Barrido de canales wifi

Utilidades Expert para analisis
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Alropeek

® AiroPeek X -10] x|
File Edit Wiew Capture Send Monitor Tools Window Help
D-8-H3 8008 #8AT2QEWE =|8/QE]
WLAN Statistics
wireless Networks: [ IIIIEEGEE 1 :
| [anotes — <|@-[%-[5|% 814G
Mode - ESSID Channel | Encryption Trust Cur. Signal Max, Signal Bytes Sent Bytes Received Packets Sent Pack
=@ wos WITB 0 0 0
“fa Enterasys Net:46B:07:BF WOIB 8 Unknown 21 28 g2.638 1] 1.011
6 Compaqg:2E:20:58 WUOIB [ Unknown 41 45 g2.183 1] 1.128
EIelefcnica Telefonica 0_ ﬂ_

E Telefonica

Aironet

Wireless Comm:...

Wireless Comm:...

Aironet Wireless Comm:...
=@ ESSID Unknown
=4 BSSID Unknown
= 01:80:C2:00:00:02

01:40:96:FF:FF:FF
01:00:0C
00:13:CE+T3:5R:E7

CE

20

ES5ID Unknown
ES5ID Unknown

W T
HEE LN

00:13:CE:58:26:C
Meast 2.14 Bridge...
Intel:77:9E:7A

Intel:
Intel:

IOOOOOOOPOOPD D

R R = = R - = )

Unknown

Unknown

Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Tnkl

R I R i e )

&
I
¥

N ks |on | e
;

w

ER =N === =Rl = Rl =R =Rl =R =R == R

Gauge | Value

L erccer |

o7

e

|E?_1

Date Time Message ﬂ
28032006 | 17:40:18 Suspect event: Wirelezs Encryption Dizabled (= 1/2 for 1 seconds)

28032006 | 17:40:23 Suspect event: CRC Errors (> 2/= for 1 seconds)

28/03/2006 | 17:40:27 Resolved event: CRC Errors (< 1/z for 1 seconds)

28032006  17:41:03 Resolved event: Wireless Encryption Dizabled (< 1/z for 5 seconds)

28032008 : 17:41:09 Suspect event: Wireless Encryption Dizabled (= 1/g for 1 seconds) j

For Help, press F1

rabout-abg [Channel: 11- 2462 MHz (ba) 4
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o Captura:

Alropeek

- General

- Adapter
--802.11

- Triggers

- Filters

- Statistics Dutput
- Performance

General

Capture title: I IB_SanSebastian

— v Continuous capture

—Buffer options
& Discard all packets when wrapping

" Discard oldest packets first (use ring buffer)

— ¥ save to disk
File path:
ID:|'|.Mis Documentos\Packet |
[~ Stop saving after I 1000 _I? megabytes
[~ Keep mostrecent | 10 _:I files

[T Limit each packet to | 123 _,? bytes

Buffer size: | 1 _:l megabytes

¥ Show this dialog when creating a new capture window

O, Cancel Help




Airopeek
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N
o
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S
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Q)
@
o

7 =

S - General Adapter
= . Adapter 802.11 L Coptome Options - Gsoe 2
') Trig Adapter
[= -Filte
= - Sta P = . -
N - VR o pture Options - rabout-b 7| x|
Qy ~Pertl Triggers |
0, o o Adapter
©) Capture Options - Senao_wireless h ilﬂ
3 x|
=) - General Adapter o
D, ® Adapter _ - [m] File
C-I; 802,11 A | X | Ut LL(] Module: RFGrabber
- Triggers - a] File i =% Local machine: GOBO
- Filte : ’
) Sltaﬁrssﬁcs Output - Module: RFGrabber s Ian-LII.B
= berfi =% Local machine: GOBO &9 Centrino
_ - Performance 8 lan-U1 .. HE rabout-b
.} Centrino
‘- EE Senao_wireless
Property | Description |
Device RoamAbout 802,11 DS
— Media Wireless 802.11b
Property | Description | Address
Deui_ce Rfd Inalambrica Local 802, 11b WLAM PC ... Link Speed 11 Mhits
I:Isddla Wireless 802, 11b wildPackets Yes
. - ress
a Q —_ g Link Speed
=2 8 = wildPackets
= o
=L gt
s
5 § F =y Ok I Cancel Help
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=) (=¥ a4 I Cancel Help
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* Opciones de captura:
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- (3eneral B02.11

- Adapter

802,11 Select channel by

+ Triggers (& Number: |1- 2412 MHz (bg) =]

- Filters

- Statistics Output (" BssD: | =l

- Performance
" Essmo: | =
" Scan: Edit: Scanming Cptions |

=
h (/ ) Encryption

Key set: INDI‘IE j

Edit Key Sets...

oL )
s ES
52 2 =
—a £ &
:‘._,% E?; Ok Cancel Help
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» Channel Scanning:

Alrof

Channel Scanning Options

Enabled | Duration (msec) Channel
500 1-2412 MHz (ba)
500 2 - 2417 MHz (ba)
500 3 - 2422 MHz (ba)
500 4 - 2427 MHz (bg)
500 5 - 2432 MHz (ba)
500 & - 2437 MHz (bg)
500 7 - 2442 MHz (bg)
500 8 - 2947 MHz (bag)
500 9 - 2452 MHz (bg)
500 10 - 2457 MHz (bg)
500 11 - 2462 MHz (bg)
500 12 - 2467 MHz (bg)
500 13 - 2472 MHz (bg)
500 14 - 2477 MHz (ba)

Enabled | Duration (msec) Channel | Ok I
500 1 - 2412 MHz (bg) p— |
500 2 - 2417 MHz (bg)

500 3 - 2422 MHz (ba) 4|HE|F'
500 4 - 2427 MHz (bg)
500 5 - 2432 MHz (bg)
300 6 - 2437 MHz (bg)
500 7 - 2442 MHz (bg)
500 8 - 2447 MHz (bag)
500 g - 2452 MHz (bg)
500 10 - 2457 MHz (bg)
500 11 - 2462 MHz (bg)
500 36 - 5180 MHz {3)
500 40 - 5200 MHz (a)
500 42 - 5210 MHz (at)
500 44 - 5220 MHz (a)
500 48 - 5240 MHz (a)
500 50 - 5250 MHz {at)
500 52 - 5260 MHz (a)
500 56 - 5280 MHz (a)
500 58 - 5290 MHz {at)
500 &0 - 5300 MHz (a)
500 &4 - 5320 MHz (3)
500 149 - 5745 MHz (a)
500 152 - 5760 MHz (at)
500 153 - 5765 MHz (a)
500 157 - 5785 MHz (a)
500 160 - 5300 MHz (at)
500 161 - 5805 MHz (a)
500 165 - 5825 MHz (a)
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Airopeek

* Filtros y triggers:

Capture Options - ral*mt-ahg

- (zeneral

- Adapter

- 802,11

- Triggers

- Statistics Output
- Performance

Filters

e "Kl Accept all packets

Filter =

Comment

[ 802.11 Ad-Hoc Metwork
[] 802.11 Beacons
[] &02.11 Control
[ 802.11 Data
[ 202.11 From DS
[] 802.11 Wanagement
[ 802.11 More Data
[ 802.11 More Fragments
[J &02.11 No Beacons
[] 802.11 Order
[] 802.11 Protected Packets
[ &02.11 Retry
802.11 To DS
[] AppleTalk
[ AppleTalk Broadcast
[] Broadcast

Ok

Beacon frames witl
Beacon packetz
Control packetz
Data packetz

Management packs
More data bit on
More fragments bit
Exclude beacon pal
Order bit on
Protected packets

Start Trigger Event k

—I Time

|zz:42:03

™| Use date also

=
=

|25f03f2006

=%

— [ Filter

2%

Filter =+

Comment &

[ 802.11 Ad-Hoc Hetwark
[] 80211 Beacons

[] 802.11 Control

[ 802.11 Data

[ 202.11 From DS

[] #02.11 WManagement

[ &02.11 More Data

[] &02.11 More Fragments

Beacon fra...

Beacon pac... =
Control pac...
Data packets

FaCREL

w

lManagemen...
More data bi...

IMore fragm... j

il Maote that trigger filters DO NOT contral what is captured, but only when the
capture is started/stopped. The capture window filters control what is actually

filtered,

Enabling multiple events (j.e., Time and Filter) will serve as an OR operation.
Thatis, the event wil be triggered if either of the events occur.

o |

Cancel

Help

pul

etr hit fin

Packets to DS

AppleTalk packetz

Packets to the AppleTalk k...

Cancel |

Phy=ical layer broadcasts ﬂ

Help |
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» Capturas, estadisticas, peer-maps, efc...

® AiroPeek HX _ 18] %]

Fle Edit View Capture Send Monitor Tools Window Help

O-8-H PE8E &5 HT28EMWE =RQE]

@)
=
=<
%)
52)
%)
(=
=
N
Qy
=
o

B start Page
CICIENERE
E ; Channel Statistics
N
= Al all Nodes =] signal 2 T
Ge! Signal
@) = average
(‘D Re 100 | M Last Seen
Mo
— ¥ Capture 2 =100x]
D) Re w Packets received: INEN| Memory usage: IIETAL | |
o WLAN Statistics Packets filtered: [ S 0] K | Accept only packets NOT matching one filter ] | StartCapure =0l =]
o . =
D Map Type: |[HE -
) — 70 Hode Visibilty Criterig———————————— 4 Retry Packets
Max Nodes: (¥ Absolute ' Percent o
Do
E — @ 100 - i a
B
— = g Traffic Type: | &l - o z
3 g€ s0] | o
= T Order. Highest -
@ Zironer Wirels o 25
@ nironer Wirel 81.203.7064 80.22484.138 " J
40 @ Zironec Wirele 1215875952 s120352 Statistic Total Packsts - o 2
@ Aironet Wirele 88.7.238.102 85.80.138.102 Flow Direction: |Sent - g e
3 2 ESSID Unknown 83.52.106.90 217.217.156.145 Noge Counts Summary————————— °
2 BSSID Unknown 81.36.85.19 82.158.67.37 Showing upto 100 P nodes with the °
20 @ o01:40:96:FF: 87.218.21.248 8010313878 highest total packets sent is
Re:
@ oi:00:0c:cC: 3231-:23;51132 ;8'116?0713535 Visitle 23 L
10 00:13:CE:58: : - L
g Mcast B02.1d £352.242.10 88.6.139.232 ﬁi‘::}:de" e B
o = == 811721754 85487061 otk 23 5
€) Intel:77:sE: 80.103.167 247 51.202.234.138 R
LOFiE4:
8 Intel:0F:64: — 2 I
o L
Ted || Channels 12) | B
P 5
iew technica 8 M Tcp B
Contact WildF B
iroPeek Sup 12) 7
Q | user Hidden Nodes (0) 2| I
Training & Se Q | IL=l)
- @ Etherner B Packets | Expert | Nodss | Protocols | Summary | Graphs | WLAN | Criannels | Signal | Peer Map | Log | Fiters | L
ind out abou s . . [0:00:
el ot bl Idle about-abg [Channel: 6 - 2437 MHz (ba)  Packets: [250 Duration: [0:00:04 4
ind out abou
oo =2
L'} o — ¥ Show Start Page at startup
=5 @ =
75 w3
(e O
Zo WE
=] m w Suspect event: Errors Total (= 2/s for 2 secends)
a % o - 28/03/2006 - 17:38.08 Suspect event: Total Broadcast (= Sés for 4 seconds) I
= [¢] T - 28/03/2006 17:35:08  Problem event: CRC Errors (> 2/s for 5 seconds)
'S g = 28/03/2006 | 17:33:10 | Problem event: Errors Total (= 2/s for 7 seconds) i
E‘ =) ; - Gauge | Value E 28/03/2006  17:33:14 | Resolved event: CRC Errors (= 1/ for 1 seconds) j
n |
=) Q For Help, press F1 BB raboutabg [Channel: & - 2437 MHz (bg)
UEE o
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Nessus
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8 S Access Point detection :

E- Access Point detection

QY This script is Copyright (C) 2002 John Lampe # Ron Gula f Stan Scalsky (Tenable Network Security)

) :

oF Plugin selection Family : General

Category : infos

General Messus Plugin ID : 11026

ERevision: 143 §

What is shown if the attack 1s successful ;

The remote host iz & Wireless Access Point,

I Sapaa 9p U

ou should ensure that the proper physzical and logical comtrols exist
araukd the AP, A mizconfigured access poimt may allow an attacker to
Enable all Disable all nain access to an internal network without being physically present on

;the premizes, If the access point i uzing an 'off-the-zhelf' configuration
(zuch as 40 or 104 bit WEP encryption), the data being passed through the
acocess point may be wulnerable to hijacking or sniffing,

[¥ Enable dependencies at runtime [«

Fisk factor : Low

Access Point detection

0 =2
:_. % 3 = Set plugin timeout...
= W -
5 ¢ w [
o & S 3 Show dependencies
Sd e =
a8 88
e Z2 T Close
g =¥
= 2 Start the scan I Load report o - . '
o (4]
w» I I
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Windows y linux

* Un equipo con windows Yy linux analizando ambos en
modo RFMon....

- VMware!! http://www.vmware.com/

* Problematica:
- VMware permite crear maquinas virtuales
- Virtualiza: Discos, ethernet, usb,... pero wifi? = No!!
- No tenemos acceso a los dispositivos wifi....



Windows y Linux

quejduw ‘oussiqg

« Solucion:
- Llaves USB-wifi!!!
- Se virtualiza el controlador USB

Hardware I [ptions I

Qy
=
@)
=
<
%)
52)
%)
c
=
N
Qy
=
o
=
@,
D

Device | summary | [ Device status

Memary 123 MB " Cannected

S Hard Disk (IDE 0:0) [ Cannect at power on

25 co-rom (I0E 1:0) Auto detect _

i Ethemnet — Metwork connection

lGUSEE Contraoller Present " Bridged: Connected directy to the physical network

(& MAT: Used ta share the host's IP address

" Host-orly: & private network shared with the hast

" Custorn: 5 pecific virtual network,

[/t (default Bridged) =l

Add, Bemawve

QIDRULIOJU] B[ ap
savafeq SI[I

(1] I Cancel Help
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Windows y linux

» Equipo dual windows-linux para wifi

Windows XP
Airopeek (abg-monitor)
Netstumbler (Centrino)
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Windows y Linux
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Agenda

; Qué es wifi?

Escenarios

Cobertura

Arquitectura y gestion de red
Cifrado

Control de acceso: autenticacion
Mantenimiento de la red
Monitorizacion y securizacion
Herramientas
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Sistemas IDS

 Sistemas IDS

- IDS wired vs. IDS wireless

- Escaneo segun patrones conocidos: MAC, SNMP, servicios,
trafico, etc ...

- Los APs informan sobre los APs vecinos

- Sondas en nuestros clientes que informan a un colector
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IDS de alta sensibilidad

";\'
N)

* Producto IDS Bluesocket
- Un AP de 8 antenas para un edificio de 5 plantas....
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RAPIDS: Clientes IDS

* IDS instalado en un cliente (tipo netstumbler)
- Informan a la plataforma de gestion

€ AirWave Manag Enll'*lt Client
File Edit Tools Help
— Configuration
H8 Atheros Wirsless Network Adapter Computsr Lazt AMP Contact: 1:45pm
MAC: 00.01.F4.83 A8 A2 Auth Type: Encryption Dizabled Contact Status: Success
Link Speed: 108 MBp= Auth Mode: Open Authentication  Media Status: Dizsconnected
— Statistics
Total Networks: 2 Rogue Networks: 1 Meighbor Networks: 0
Total AP=: &l Rogue AP=: 1 —  Neighbor AP=: 0
55D~ BSSID | chan | signal | secure |  statuz | Load Mode Name
m Telefonica 00:40:95.41:688:FC L] -85 dBm Rogue Infrastructure
1 Wue 00:01:F4:86:07.BF L] -84 dBm Managed Infrastructure CTH
1 wule 0002 ASZE 20058 L] -54 dBm Managed Infrastructure CTE
4| | i
Refrezh 0K |




RAPIDS: Plataforma de gestion

Recibe informacion de los clientes (tipo Netstumbler)
Realiza scans wired fingerprinting (tipo Nessus)
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| ocalizacion de usuarios maliciosos

quedwi ‘oussig

7

» Utiliza la informacion de la plataforma de gestion

User-based Monitoring & Diagnostics

Associated Users

User MALC Address -~ Radio Association Time Duration
bryan 00:0B.70:05:01:4F 802,11y 6/2/2005 7:48 &AM 5 hrs 49 mins
greqg 00:0B:7D:11:94 400 802.11g 6/2/2005 7:28 A 6 hrs 9 mins

Qy
<3
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=
<
%)
52)
%)
c
=,
N
Qy
=
o
=
@)

doomfort 00:0C:41:15:85:08\ 802.11a &/2/2005 2:45 &AM 4 hrs 52 mins
darrell 00:0C:41:15:99:FF \B802.11a &/2/2005 10:22 &M 3 hrs 15 ming
andre DO:S0:4B:74:B0: 748 BO2.11g 6/2/20059:11 &AM 4 hrs 25 mins
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Sondas Kismet

 Cliente-Servidor

\
Acceso a los

servidores Kismet
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Sondas USB-Network

la wifi?
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Conclusiones

039S )0 0404

La seguridad
- Presente desde el principio y en todas las fases del proyecto
Imprescindible conocer las soluciones de los fabricantes
- Conocer los protocolos no es suficiente
Estudiar el entorno
- Es un trabajo diario!!!
Consolidar los indicadores
- Sondas, Logs, IDS, Firewalls,...
» Conocer las herramientas de los enemigos
— No basta con cerrar los 0jos
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