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A genda

• WLAN Security Vulnerabilities and Threats
• WLAN Security Authenticatio n and E ncryp tio n 
• Wireless I D S
• Wireless NAC
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W L A N  S ec urit y  Vul nerab il it ies and T h reat s

• D if f erent f o rm s o f  Vulnerabilities and Threats E x ist
Encryption Vulnerabilities:  W EP
A uth entication Vulnerabilities:  S h ared -K ey auth entication,  
D ictionary attack s,  and  M I T M  attack s
W L A N  S nif f ing  and  S S I D  B road casting
A d d ress S poof ing :  M ac-ad d ress spoof ing  and  I P  ad d ress 
spoof ing  ( both  h ostile/ outsid er attack s as w ell as insid er 
attack s)
M isconf ig ured A P s and  C lients
D enial of  S erv ice ( D oS )  attack s: U sing  8 0 2 . 1 1  
d eauth entication/  d isassociation f ram es,  R F  j am m ing ,  etc.
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8 0 2 . 1 1  W E P  E nc ry p t ion
Random Number Generator (24 Bits) (IV)

W E P  K e y

40 or 104 Bits40 or 104 Bits
S eed

F rame P ay l oadF rame P ay l oad C RC -3 2
ICV

M A C  A ddressesM A C  A ddresses
in th e C l earin th e C l ear

W E P  W E P  
E nc ry p tedE nc ry p ted
P ay l oadP ay l oad
andand
IC VIC V

24 bits Initial iz ation Vec tor24 bits Initial iz ation Vec tor IV IV 
in th e C l earin th e C l ear

2 4 Bits2 4 Bits

C RC -3 2C RC -3 2

RC 4
C y p h er
RC 4

C y p h er

XOR

Plain t e x t

Ps e u d o -R am d o m S t r e am
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8 0 2 . 1 1  W E P  E nc ry p t ion—A l gorit h m

I V BA S E  K E Y

P L A I N T E X T  D A T AP L A I N T E X T  D A T A

C I P H E R T E X T  D A T AX O RR C 4

P se u d o-R a nd om  S tre a mP se u d o-R a nd om  S tre a m
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K now n P l aint ex t  A t t ac k

BA S E  K E Y

R C 4

P l a inT e x t
101101 X O R

C ip h e rT e x t
110

P se u d o-
R a nd om
S tre a m

P re d ic te d
P l a inT e x t

101101

X O R

C ip h e rT e x t
110

011011

P se u d o-R a nd om  S tre a m
( f rom  W E P  A l g orith m )

011011

I V P l a inT e x t
C ip h e rT e x t

P . S .  S tre a m
011

X O RX O R

X O RX O R
101101
011011

110

E nc ry p tion:  T h e  Ps e u d o -R and o m  
O u t p u t  f r o m  W E Ps  R C 4  C ip h e r  I s  X Q R e d  
w it h  t h e  Plaint e x t  D at a t o  Pr o d u c e  t h e  
C ip h e r t e x t

K now n P l a inte x t A tta c k :  I f  C ip h e r t e x t  I s  
X Q R e d  w it h  K no w n ( o r  G u e s s e d )  
Plaint e x t ,  t h e  S t r e am  C ip h e r  O u t p u t  C an 
B e  D e r iv e d
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G enerat ing K now n P l aint ex t —
8 0 2 . 1 1  S h ared K ey  A ut h ent ic at ion

1.  A u th e ntic a tion R e q u e st
2 .  A u th e ntic a tion R e sp onse  ( C h a l l e ng e )2 .  A u th e ntic a tion R e sp onse  ( C h a l l e ng e )

4.  A u th e ntic a tion R e sp onse  ( S u c c e ss)
3 .  A u th e ntic a tion R e q u e st ( E nc ry p te d  C h a l l e ng e )3 .  A u th e ntic a tion R e q u e st ( E nc ry p te d  C h a l l e ng e )

W i r e d
N e t w or k

C l ie nt
W E P  K e y  112 2 3 3

A c c e ss P oint
W E P  K e y  112 2 3 3

Shared Key Authentication Is Not Recommended
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G enerat ing K now n P l aint ex t —
S end T ex t  D irec t l y  t o R ec eiv er

A c c e ss 
P oi n t

C i p h e r t e x tC i p h e r t e x t

1 .  P l a i n t e x t  D a t a  
S e n t  t o V i c t i m

A t t a c k e r

A u t h e n t i c a t e d  
C l i e n t

2 .  A t t a c k e r  C i p h e r t e x t
R e a c h e s V i c t i m C or p or a t e

N e t w or k

I n t e r n e tL i st e n i n g

P l a i n t e x tP l a i n t e x t
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A genda

• WLAN Security Vulnerabilities and Threats
• WLAN Security Authenticatio n and E ncryp tio n
• Wireless I D S
• Wireless NAC
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B asic  R eq uirem ent s t o S ec ure 
W irel ess L A N s

• E ncryp tio n alg o rithm
M ech anism  to prov id e d ata priv acy

• M essag e integ rity
Ensures d ata f ram es are tam per f ree and  truly orig inate 
f rom  th e source ad d ress

• Authenticatio n f ram ew o rk
F ram ew ork  to f acilitate auth entication m essag es betw een 
clients,  access point,  and  A A A  serv er

• Authenticatio n alg o rithm
M ech anism  to v alid ate client cred entials
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H ow  does E x t ensib l e A ut h ent ic at ion 
P rot oc ol  ( E A P )  aut h ent ic at e c l ient s?

C lient associates Corporate
N etw ork

W L A N  C l ie nt A c c e ss P oint R A D I U S  se rv e r

C annot send  d ata until… D at a f r o m  c lie nt B lo c k e d  b y  A P

…EA P  auth entication 
com plete 8 0 2 . 1 x R A D I U S

E A P

C lient send s d ata D at a f r o m  c lie nt Pas s e d  b y  A P
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W P A  O v erv iew

• I nterim  stand ard  th at im prov es on W EP  security prior to 
8 0 2 . 1 1 i

• I nclud es tw o auth entication m od es
8 0 2. 1 X  auth entic ation 
P re-S h ared K ey  (P S K )

• I f  using  T em poral K ey I nteg rity P rotocol ( T K I P ) and  8 0 2 . 1 X ,  
th is prov id es d ynam ic k ey encryption and  m utual 
auth entication th at im prov e on th e W EP  encryption m od el

• I f  using  T em poral K ey I nteg rity P rotocol ( T K I P )  and  P S K ,  th is 
prov id es d ynam ic k ey encryption and  m utual auth entication 
th at d oes not req uire a R A D I U S  serv er

• C om patible w ith  portions of  th e 8 0 2 . 1 1 i d raf ts,  includ ing  
im plem entation of  8 0 2 . 1 X  and  T K I P
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W P A 2  O v erv iew

• N ew  security stand ard  d ev eloped  by I EEE 8 0 2 . 1 1 i task  g roup
Robust S ec urity  Netw ork  (RS N) is IE E E  eq uiv al ent to W P A 2

• G enerally uses A d v anced  Encryption S tand ard  ( A ES )  block  
ciph ers w ith  th e C ounter M od e-C B C  M A C  P rotocol ( C C M P )  
f or encryption
S up p orts T K IP

• G enerally uses 8 0 2 . 1 x  auth entication m eth od s
S up p orts P S K

• C om parable to W P A
U se th e same auth entic ation arc h itec ture,  k ey  distribution &  k ey

renew al
• S upports P roactiv e K ey C ach ing  ( P K C )
• S upports pre-auth entication ( optional)
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E A P

8 0 2. 1 x

W P A W P A 2

T K IP A E S

S ession K ey

E nc ry p tion

WPA2 v e r s u s  WPA C o n t e x t

P S K 8 0 2. 1 xP S K

T K IP A E ST K IP
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A P  8 02 . 1X  Bl oc k s P ort 
f or D a ta  T ra f f ic

S T A  8 02 . 1X  Bl oc k s P ort 
f or D a ta  T ra f f ic

802.1X R A D I U S

8 02 . 1X / E A P -R e sp onse  I d e ntity  
( E A P  T y p e  S p e c if ic )

8 0 2 . 1 1 i/ W P A
E A P  A ut h ent ic at ion O v erv iew

8 02 . 1X / E A P -R e q u e st I d e ntity

E A P  T y p e  S p e c if ic
M u tu a l  A u th e ntic a tion

R A D I U S  A c c e p t ( w ith  P M K )
8 02 . 1X / E A P -S U C C E S S

D e riv e  P a irw ise  
M a ste r K e y  ( P M K )

D e riv e  P a irw ise  
M a ste r K e y  ( P M K )

Station (STA)

A c c e ss
P oi n t R A D I U S

R A D I U S  A c c e ss 
R e q u e st/ I d e ntity
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W L A N  S ec urit y  A ut h ent ic at ion and 
E nc ry p t ion S um m ary

• W L A N  S ecurity encom passes both  auth entication and  
encryption and  both  com ponents are m and ated  by W P A

• C are sh ould  be tak en to ascertain th at th e ch osen EA P  
auth entication type em ployed  is com patible w ith  
auth entication d atabase

• W P A  prov id es both  d ynam ic,  per-pack et k eying  in ad d ition to 
k ey auth entication/  m essag e integ rity

• W L A N  C lient capability/  av ailability m ust be consid ered  w h en 
ch oosing  W L A N  auth entication and  encryption options
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A genda

• WLAN Security Vulnerabilities and Threats
• WLAN Security Authenticatio n and E ncryp tio n 
• Wireless I D S
• Wireless NAC
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Agenda
• Wireless IDS Defined
• C isc o  Wireless Int ru sio n Det ec t io n So lu t io ns 

WLAN C o ntro ller-based Architecture
A utonom ous A ccess P oint A rch itecture
A utonom ous A ccess P oint A rch itecture w ith  P artner 
I nteg ration
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P rob l em  D ef init ion

• Traditio nal w ired I D S f o cus o n L3  and hig her
• Nature o f  R F  m edium  and w ireless standards 
m andate I D S at the p hysical and data link  layer

• R F  m edium  v ulnerabilities:
U nlicensed  spectrum subj ect to interf erence,  contention
N ot contained  by ph ysical security bound aries

• Standards v ulnerabilities:
U nauth enticated  m anag em ent f ram es
S ession h i-j ack ing ,  replay type attack s

• Wide av ailability o f  w ireless hack ing  literature &  
to o ls
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W irel ess Int rusion D et ec t ion S y st em s
• A d d ress R F  related  v ulnerabilities

D etec t,  l oc ate,  mitig ate rog ue dev ic es
D etec t and manag e RF  interf erenc e
D etec t rec onnaissanc e if  p ossibl e

• A d d ress stand ard s-based  v ulnerabilities
D etec t manag ement f rame &  h i-j ac k ing  sty l e attac k s
E nf orc e sec urity  c onf ig uration p ol ic ies

• C om plem entary f unctionality:
F orensic  anal y sis
C omp l ianc e rep orting

• C isc o  h a s so lu t io ns t o  a ddress WIDS 
req u irem ent s
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WIDS—WL A N  C o nt ro ller-b a sed 
A rc h it ec t u re

212121© 2 0 0 3  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .WLAN IDS
WNB U  – j a k e w b m a n s f i e
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C isc o W C S  – C ent ral iz ed S ec urit y  
M anagem ent
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XC h a nne l  6
V oid 11 a tta c k  d e te c te d ,  
d e v ic e  l oc a te d  &  re m ov e d

C h a nne l  6
S e c u re  D a ta  
S e rv ic e C h a nne l  5 2

S e c u re  V oW L A N
S e rv ic e

S i m u l t a n e ou s m u l t i -m od e ,  m u l t i -c h a n n e l  I D S  M on i t or i n g  &  8 0 2 . 1 1  S e r v i c e

X

C h a nne l  15 3
R og u e  A P  d e te c te d ,  
l oc a te d  &  c onta ine d

Simultaneous IDS Monitoring & 802.11 Service

C h a nne l  3
A d h oc ne tw ork  d e te c te d  &  
c onta ine d

X X
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IP S  &  H i-res L oc at ion T rac k ing
1 .  D e t e c t  r og u e  or  a t t a c k  2 . L oc a t e  a t t a c k  &  t r a c k  d e v i c e

3 .  A sse ss t h r e a t  l e v e l  &  m i t i g a t e 4 . C r e a t e  H i st or i c a l  R e p or t s
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Detect, Locate & Contain Rogue AP Demo
Cisco 2000 -D H CP  on
19 2. 168 . 2. 4
W ir e l e ss a d m in e na b l e d

P C/ 1
A ssocia t e  t o S S I D  “cisco”
S t a t ic I P  =  19 2. 168 . 2. 5
S S I D  =  “cisco”
W E P  e na b l e d
R u nning  W CS

A P / 1 – W E P  on
S S I D  =  “cisco”
CH  =  6/ 36 
P ow e r  =  5
M od e  =  L oca l  A P

A P / 2 – W E P  on
S S I D  =  “cisco”
CH  =  11/ 56 
P ow e r  =  5
M od e  =  L oca l  A P

Cr ossov e r  Cr ossov e r  

P C/ 2
A ssocia t e  t o r og u e
19 2. 168 . 30. 10
S S I D  =  “cisco”
W E P  d isa b l e d

R og u e  A P / R ou t e r
19 2. 168 . 30. 1
S S I D  =  “cisco”
CH  =  1
W E P  of f
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V erif y  A P s are active:  Monitor >  A ccess P oints
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M ap  C am p us >  B uil ding
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M ap  A P s in M eet ing R oom
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S h ow  R ogue A P  A l arm
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L oc at e R ogue A P  ( H igh  R esol ut ion)
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M ap  R ogue A P
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Sh ow  C lient C onnection & R ogue C onnection U p
P C / 1 - P i n g  C i sc o 2 0 0 0  W L A N  C on t r ol l e r
1 9 2 . 1 6 8 . 2 . 4

P C / 2  - P i n g  r og u e  A P / r ou t e r  
1 9 2 . 1 6 8 . 3 0 . 1
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S h ow  M anual  R ogue C ont ainm ent
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Sh ow  A uth oriz ed  C onnected  – R ogue C ontained
P C / 1  – S t i l l  c on n e c t e d  t o C i sc o 2 0 0 0 P C / 2  – R og u e  c on n e c t i on  c on t a i n e d
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A genda

• W LAN  S ecur ity  V ul ner ab il ities  and  T h r eats
• W LAN  S ecur ity  Auth entication and  E ncr y p tion 
• W ir el es s  I DS
• W ir el es s  N AC
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¿C ont rol  de A dm isión?

E d i f i c i o C A M P U S

1. C li e nt e s “N o n-c o m p li a nt ”
i nt e nt a n la  c o ne x i ón

2 . C o ne x i ón p e r m i t i d a

R e d  R e d  C or p or a t i v aC or p or a t i v a

3 . E x t e ns i ón d e  la  
I nf e c c i ón
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C ont rol  de A dm isión:  
Que h a c e

E d i f i c i o C A M P U S

1. C li e nt e s “N o n-c o m p li a nt ”
i nt e nt a n la  c o ne x i ón

2 . C u a r e nt e na /
r e m e d i a c i ón

3 . C o nt e nc i ón d e  la  
i nf e c c i ón

R e m e d i a c i onR e m e d i a c i onT r u st  
A g e n t

R e d  R e d  C or p or a t i v aC or p or a t i v a

C u a r e n t e n aC u a r e n t e n a
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NAC FRAMEWORK
T r a d i c i o na l Ci s c o  

NAC

NAC AP P L I ANCE
S o l u c i ón Ci s c o  
Cl e a n Ac c e s s

Solución int e g r a d a con 
t od o e l e q uip a m ie nt o

C is co
Solución a ut ocont e nid a

C isc o N A C  :  D os m odel os

• Aa d a p t a c i ón a  l a s ne c e s i d a d e s d e  c a d a c l i e nt e
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¿E n q ue se dif erenc ian?

A A A  S e r v e r

Cr e d e ncia l e s Cr e d e ncia l e s

E A P / U D P ,
E A P / 8 02. 1x

R A D I U S

Cr e d e nt ia l s
H T T P S

D e r e ch os d e  
a cce soN ot if ica ción

Cisco 
T r u st  
A g e nt

1 2

4
6

2a

Cu m p l e ?
3

6
P ol ít ica s

S e r v id or e s
d e  p a r t ne r s

C l ie nte s a c c e d ie nd o
a  l a  re d

D isp ositiv os
d e  re d

S e rv id or d e  
P ol ític a s P u nto
d e  d e c isión y  
re m e d ia c ión

Cr e d e ncia l e s

U D P ( d iscov e r y ) 
S S L

N ot if ica ción

Cisco 
Cl e a n
A cce ss

1

4

Cl e a n A cce ss 
M a na g e r  
(CCA )Cr e d e ncia l e s

S N M P

2

Cu m p l e /  
(r e p a r a )5

N A C
I nf ra e stru c tu ra

N A C
A P P L I A N C E

P ol ít ica s
5

3

cisco. com

U p d a t e   S e r v e r
Windows. Symantec, 
M caf ee, T r end, 
Sop h os, Z one, C A  etc.
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N A C  A p p l ianc e:  C isc o C l ean A c c ess
Desp liegue inalámb rico

N A C  A p p li a nc e  A r q u i t e c t u r a e n líne a
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S e r v id or
d e  p a r t ne r

C l ie nte
a c c e d ie nd o a  

l a  re d

D isp ositiv o d e  
a c c e so

8 02. 1X

R A D I U S
P A

H CA P

N A C  Fram ew ork
Despliegue in a lám b r ic o

8 02. 1X

R A D I U S  P A

Cont r ol a d or

H CA P

P A  L i g h t w e i g h t

A sig na c ión
d inám ic a d e  

V L A N

P A  A u t óno m o s

S e r v id or
d e  p a r t ne r

A sig na c ión
d inám ic a d e  

V L A N

D isp ositiv o d e  
a c c e so

C l ie nte
a c c e d ie nd o a  

l a  re d
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