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WLAN Security Vulnerabilities and Threats
ﬂ

- Different forms of Vulnerabilities and Threats Exist
Encryption Vulnerabilities: WEP

Authentication Vulnerabilities: Shared-Key authentication,
Dictionary attacks, and MITM attacks

WLAN Sniffing and SSID Broadcasting

Address Spoofing: Mac-address spoofing and IP address
spoofing (both hostile/outsider attacks as well as insider
attacks)

Misconfigured APs and Clients

Denial of Service (DoS) attacks: Using 802.11
deauthentication/ disassociation frames, RF jamming, etc.
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802.11 WEP Encryption

Random Number Generator (24 Bits) (IV) MAC Addresses
"""""""" in the Clear

IV
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WEP Key

WEP
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XOR® Payload
ICV

Plain text

. CRC-32 N/
rame Payload IcV
7777
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802.11 WEP Encryption—Algorithm
ﬂ

PLEAINTEXIT DATA

RC4 XOR —— | CIPHERTEXT DATA

/N

v BASE KEY Pseudo-Random Stream
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Known Plaintext Attack

Encryption: The Pseudo-Random
Output from WEPs RC4 Cipher Is XQRed
with the Plaintext Data to Produce the
Ciphertext
RC4
Pseudo-
/ Random P.S. Stream l XOR
IV | BASE KEY \ Stream PlainText I
| CipherText XOR! 110
PlainText CipherText Known Plaintext Attack: If Ciphertext Is
m >/ XOR , 110 XQ_Red with Known (or_Guessed)
Plaintext, the Stream Cipher Output Can
Be Derived
Predicted
PlainText

Pseudo-Random Stream
CipherText (from WEP Algorithm)

110 ——— XOR —m
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Generating Known Plaintext—

802.11 Shared Key Authentication
ﬂ

— 1. Authentication Request —_
<+ 2. Authentication Response (Challenge) — ‘ Wired
A7 — 3. Authentication Request (Encrypted Challenge)— -:::::: Network

(&)

Client ~ Access Point
WEP Key 112233 WEP Key 112233

<« 4. Authentication Response (Success)

<—|  Plaintext Challenge I\
|

. —
[ Ciphertext Response |——=  Access

et \ / Point
o, #

| Plaintext Challenge |

Attacker \ @ | Key Stream

(Listening)

| Cipheriext Response |

Shared Key Authentication Is Not Recommended
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Generating Known Plaintext—
Send Text Directly to Receiver

Authenticated
Client

2. Attacker Ciphertext
Reaches Victim

-' Corporate

Listening

o

Attacker
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Basic Requirements to Secure

Wireless LANs
ﬂ

* Encryption algorithm
Mechanism to provide data privacy
- Message integrity

Ensures data frames are tamper free and truly originate
from the source address

* Authentication framework

Framework to facilitate authentication messages between
clients, access point, and AAA server

- Authentication algorithm

Mechanism to validate client credentials
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How does Extensible Authentication

Protocol (EAP) authenticate clients?
ﬂ

WLAN Client

Client associates

Cannot send data until...

...EAP authentication
complete

Client sends data
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WPA Overview
ﬂ

Interim standard that improves on WEP security prior to
802.11i

* If using Temporal Key Integrity Protocol and 802.1X,
this provides dynamic key encryption and mutual
authentication that improve on the WEP encryption model

- If using Temporal Key Integrity Protocol (TKIP) and PSK, this
provides dynamic key encryption and mutual authentication
that does not require a RADIUS server

- Compatible with portions of the 802.11i drafts, including
implementation of 802.1X and TKIP
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WPA2 Overview
ﬂ

- New security standard developed by IEEE 802.11i task group
Robust Security Network (RSN) is IEEE equivalent to WPA2

- Generally uses Advanced Encryption Standard (AES) block
ciphers with the Counter Mode-CBC MAC Protocol (CCMP)
for encryption

Supports TKIP
- Generally uses 802.1x authentication methods
Supports PSK

« Comparable to WPA

Use the same authentication architecture, key distribution & key
renewal

- Supports Proactive Key Caching (PKC)

- Supports pre-authentication (optional)
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WPA2 versus WPA Context
ﬂ

EAP
Session Key WPAI WPA2
v 4 4 A
PSK | | 802.1x PSK 802.1x
w % N

Encryption TKIP TKIP | AES | | TKIP | AES

© 2005 Cisco Systems, Inc. All rights reserved. 14



802.11i/WPA
EAP Authentication Overview

= a0 B
Access

Point RADIUS
STA 802.1X Blocks Port AP 802.1X Blocks Port
for Data Traffic for Data Traffic

802.1X/EAP-Request Identity

802.1X/EAP-Response Identity
(EAP Type Specific) RADIUS Access
Request/Identity
EAP Type Specific >
Mutual Authentication

CEEEE D ADIUS Accept (with PMK)

802.1X RADIUS
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WLAN Security Authentication and

Encryption Summary
ﬂ

Care should be taken to ascertain that the chosen EAP
authentication type employed is compatible with
authentication database

WLAN Client capability/ availability must be considered when
choosing WLAN authentication and encryption options
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Agenda
ﬂ

* Wireless IDS Defined

* Cisco Wireless Intrusion Detection Solutions
WLAN Controller-based Architecture

Autonomous Access Point Architecture

Autonomous Access Point Architecture with Partner
Integration
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Problem Definition
ﬂ
 Traditional wired IDS focus on L3 and higher

- Nature of RF medium and wireless standards
mandate IDS at the physical and data link layer

Unlicensed spectrum subject to interference, contention
Not contained by physical security boundaries

Unauthenticated management frames

Session hi-jacking, replay type attacks

- Wide availability of wireless hacking literature &
tools
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Wireless Intrusion Detection sttems

Detect, locate, mitigate rogue devices
Detect and manage RF interference

Detect reconnaissance if possible

Detect management frame & hi-jacking style attacks

Enforce security configuration policies

Forensic analysis

Compliance reporting

* Cisco has solutions to address WIDS
requirements
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WIDS—WLAN Controller-based
Architecture

WLAN IDS ' '
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Cisco WCS - Centralized Security

Management
ﬂ

| MONITOR | CONFIGURE ADMIN LOCATE il

Maps Swilches Points  Clients  Tags curity Alarms  Events  Repors

i o e Last 24 Tot.al Last 24 Tot.al

Rogue AP g Sl e Signature Attacks Hour Hous Active AP Threats/Attacks HUE Hours Ackive
Details Custom g 1 & Fake AP Attack B @ B
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Contained 0 o 0 floo N e AP Invalid Preamble B B
PRIAINg R ENEg Deauth flood o 8 g AP Invalid Encryption 00 o
o i & B Efpaoﬁizﬁ ﬂzﬂd % g % AP Iwalid RadioPoliey 0 O O
Hisediieene & 4. B NULI_prI:?t:?E el @ 8§ B rDeT:tI:é)DfSEMCE e i 0o &
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802.11h0g Yon b5 i MetStumbler2.20 0 0 i Client Security Related Hour Hours Active

MetStumbler322 0 0 0 Excluded Client Events B o 6
O Network & & @ NetStumbler3.30 0 0 0 WEP Decrypt Errors R
Off Metwark 462 538 445 MetStumbler & @ WEAMIC Errars S
Adhat 00 0 generic = & & @ b

Reassoc flood g § P IPSEC Failures = = &

Res momt s & 7 a a i}

Res mgmt D g 8 &

ResmogmtE&F 0 0 0

Wellenreiter i} a i)
Most Recent Security Alerts
Failure Ohject DateiTime Message
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Simultaneous IDS Monitoring & 802.11 Service

Simultaneous multi-mode, multi-channel IDS Monitoring & 802.11 Service

Channel 3
Adhoc network detected & Channel 153
contained Rogue AP detected,

located & contained

Channel 6

Secure Data .
Service N Channel 52
P Secure VoWLAN
S Service

Channel 6
Void11 attack detected,
device located & removed
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IPS & Hi-res Location Trackin

1. Detect rogue or attack 2. Locate attack & track device

rout  Logout | Refesh * Hep.

_oggedin

| MONTOR | CONFIGURE | ADMIN
7’ ﬁ Pante Cla y il Network Maps
Maps ) p [~ setecta commans - v] 6o

Entries 61- 80 of 119
Refresh  Zoom

Searhfor Protocal Display

ARSI T [— (s 9 o
o.of Erlername: b B e b
Iz [] Severity Roue MACAddress Vendor — Type ?“'"’ Strongest poove  Dafelime  State  SSD ] ""
Rogls AP it OlMinor  000v850e02ce  Arespace AP bl -78 0 TUBICA5ASPM et Aie-lock
ClMinor 000085080441  Arespace AP bl -58 0 TUBILASASPM Mot Are
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[ Mnor 000185081003  Arespace AP @ 68 0 TR S4SPM Mot Aire-lock
Ol Minor  DO0VES0:002:  Arespace AP by 68 0 TUBILASHSPM Mt Alre-lock
OMnor  000v850ediial  Arespace AP @ 61 0 TUBICASASPM Mot Areguest
[ Minor 000085003240  Arespace AP big  -B0 0 B SUSPM Mot alpha_wpsd_psk
[Minor 000085060105 Arespace AP @ 69 0 B4 SA5PM At alnha_wna_1x
ClMinor 00008508044 Arespace AP big  -68 0 TUBILASASPM Mot AeWPAGK
[ Minor 000085000100  Arespace AP big  -67 0 TUBLASASPM Aot alpha_wpa_tx
O Minor 00008508109  Arespace AP blg  -T7 0 TUBIASASPM et AreWPASSK T 2 B | |
ClMinor 0005080463 Arespace AP @ -4 0 TUBILASUSPM Mt Alre-lock o E IS SR — B . g5

[Minar ANANRAN14cRr  Arasnace AP hin s )

AURCEFASPM Al aloha wna nsk

3. Assess threat level & mitigate 4. Create Historical Reports

‘ MONITOR CONFIGURE ADMIN L b i CONFIGURE | ADMIN
Network  Wap Security Even:
| =il
Alarms r i1 — Selecta command — v
—Selecta command -
21ty General Message Assign to me
i Rogue AP 0011:5¢;] Znassign
Al Severities v Rogue MAC Address 00:11:50.Te62e0 o S Delet
channel number 3 [ DEIE1E All Severities v
- o Vendor Unknown G2 4 t6in RaaClear

Rogue AP Rogue Type & Event History : y

On Network No il = Rogue AP v
AP ROGUE AP 00:11°56 Data ring APs

Al States vl e channel number 3 4. (High Resolution) y

State Alert 80211b' with RS Yy g BAPS
i SSID matiBtest z Rogtepionts Al States v -0 -

All 4Ps ~ Rogue Clients |~ ,
Containment Level Unassigned Set State to ‘Unknown - Alert” 100
Radio Type Wiy Event History Set State o Known - Internal’

Set State 1o Known - Exemal’ m
Strongest AP RSS! 65 —_ o

innotations

No. of Rogue Clients 0 1 AP Containment . !
Created Dé 6, 2004 5:45:52 Ph G00FN §:15P0
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Generated By Nms
Severity Minor
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Annotations
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Detect, Locate & Contain Rogue AP Demo

m*ﬂ*’lﬁ

Cisco 2000 -DHCP on
192.168.2.4
Wireless admin enabled

Mode = Local AP

Crossover Crossover
| AP/1 — WEP on AP/2 - \!yI_EP on
SSID = “cisco” SSI[_) = “cisco
o = 6136 tTLoE
P =5 =
e Mode = Local AP

=

—

o

Associate to SSID “cisco”
Static IP = 192.168.2.5
SSID = “cisco”

WEP enabled

Running WCS
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Rogue AP/Router
192.168.30.1
SSID = “cisco”
CH=1

WEP off

—

PC/2 g

Associate to rogue
192.168.30.10
SSID = “cisco”
WEP disabled
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Verify APs are active: Monitor > Access Points
ﬂ

Monitor APs - Microsoft Internet Explorer

Fle Edit View Favorites Tools Help e |

@Back - &9 @ @ hh /_ ) Search '\;nngavorites €9 [;' .'_;_g - '_J 3

e
Address |=§’] https: /192, 168. 2. 5: 448 vebacs fsearchLradifiction. dofoperation=monitor b . L
| - ADMIN gedin as oot Logout ; Refres
| ; ints  Clients E:Eu::urit_g.-' Alarms: Ewents  Fepords
|
Access Points 55 Points > Se ‘'Ch Rhesult Generate report for selected APs | -- Select a report - v| GO |
archfor s —
L - OILor
alllali = AP Hame Radio Map Location Switch p"'."'“'\"' A‘_I""" Only Port  Oper Status  Alarm Status
Switch  Status O
All Radios vl Oa B0211a  HQ = Enginesting » Floor 1 19216874 o0 Enable Local 1 Up &
— 3504-
| search | [ ant 802.11bi  HE = Engineering = Floor 1 18216824 = " Enable Local 1 Un [ ]
[ an2 80211a  HQ = Engineering = Floor 1 192.168.2.4 325:0 Enable Local 2 Up ®
[ anz 80211bjg  HG = Engineering = Floor 1 192166.2.4 3:?:0 Enable Local 2 Up )
aE]https:;’,’ 192.168.2.5:44Elfwebacs,’searceradIfAcijon.do?operaijon=monitor é ‘ Intermet
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Map Campus > Building
ﬂ

A Monitor Maps - Microsoft Internet Explorer

Fle Edt View Favorites Tools Help — &efax] i

@Back = I\j; iﬂ @ \,h ,':‘ Search qu‘;n\‘?Fa_worites @ L-};' :‘5 = |_J ‘}%

Address |@ https:/f192.168. 2.5:448/webacs/monitorCampusiap. do?serviceDomainkey =ServiceDoman %2 12
Ciaes Srsreut L N N s

BASE + LOGATION | MONITOR | CONFIGURE ADMIN

ot
All Maps i

Entername

Horiz, Span:500.0
Wert. Span500.0

5 10 12 13 16
(&1 https /7192, 168.2.5:448 fwebacs/moritorCampusBuildingMap. do?serviceDiomainkey =Servicelromain! 3 B @ Intemet
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Map APs in Meeting Room
ﬂ

R Monitor Maps - Microsoft Internet Explorer

File Edt Wiew Favorites Tools Help cPefax | i
@Back - '__J @ @ Lh ‘)'_“_‘, Search kf::‘fFavorite's & E_f:}" ..i__,._:_. - I_J by 8

biddress |@ https /192,168, 2. 5:448 fwebacs/monitor Arealap. doPserviceQomainkey =ServiceDorm ain <

Cisen Sretews

| Select a

Protocol Drisplay RS S| Cutoff RSSI Color Lookup Zoom
802.11bfg | v || Mames v [-75dBm (v lesaen D - =
o fast % |50 |75 160 155 150 175
o B ==
| RS
o
- Refresh Heatmap
S , =0
75
Tan
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Show Rogue AP Alarm
ﬂ

3 Alarms - Microsoft Internet Explorer
ek |

Fle Edit Wiew Favorites Tools Help

Qi - © - ¢ B & ) search S\ Favortes €2 Rz @ - L&

[] Severity Rogue MAC Address  Vendor Type Ladio Stondest oo
Type AP RSSI e
Clients
inar 09:5h:5d: G etoear big §
O i 00.09:5h5d.9eh8  Net AP b 28 0

Rogu
All States b

t far

All APs b
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Locate Rogue AP (High Resolution

3 Alarms - Microsoft Internet Explorer

File

Edit ‘Wiew Favorites Tools Help efax |

@Back g E] @ _;j ‘,.H] Search *ﬂ'g"Favorites @ [:' a::; = _1| ' 4

¥
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|'—'|
| MONITOR | CONFIGURE ADMIN

- ._|_'r3-1 ¢ W ‘Gwitches  Access o

-- Belect a command -
-- Belect a cammand --
General Message Assign to me
096h 5 Be; Rogue AP 100:09:5k:{nassign
Rogue MAC Adiress 00:09:6b:5d:9e b8 4 gt o] (SO
numhber 1'is detecte
Vendoer Metgear with RS2 -28and S Clear
Rogue Type AP Bl Event History
; On Network Mo i ey |smansesasan
R B Ovine Rogue A.P.DDDQSb Detecting APs
All States W 5 i : & Map (High Resolution)
= State Alert with RES| -28and S Trend
reh for Rogue A Fogue Clients
All AFs " i Rogue Clients
Containment Level Unassigned Set State to Unknown - Alert!
Radio Type big Event History Set State to 'Known - Internal®
m Set State to Known - External
Strongest AP RSSI -30 P T | | I—
nnotations ;
No. of Rogue Clients i 1 AP Cantainment
= 2 AR Containment
Created Jan 16, 2005 5:19:11 FM 3 AP Containment
Moddified Jan 16, 2005 5:21:12 PM 4 AP Containmert
Generated By kms
Severity Minor
0 Previous Severity Minor

Annotations

iAnnmations gohere.
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Map Rogue AP
ﬂ

A Monitor Maps - Microsoft Internet Explorer

Fle Edit View Favorites Took Hep @] i
= N [ A = Vit ; i oy VA = [
Qo - © - R B ] Poern Frraones @ 3% B )8
Address_{@ hittps: /192, 168,2.5:448 /webacs/alarmCommandAction.do Ll > B
; | MONITOR | CONFIGURE ADMIN ; laeiney; Lo
i I 5 EH its m‘[:é. i
|——Se|ictac-c
Protocol Display Location Exvor Lookup Zoom
[ LMEHS || Most Likely- Lesst Likely | 75 % v'l [#] Show grid
1clients
1H! s
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Show Client Connection & Rogue Connection Up
ﬂ

PC/1- Ping Cisco 2000 WLAN Controller PC/2 - Ping rogue AP/router
192.168.2.4 192.168.30.1

= Command ] . :JEH:ﬂ
inging 192 .168.2.4 with 32 hytes of data:

£

from 192_168.2.4: hytez=32 time=1ms TTL=255 _J

icrosoft Windows RBP [Uersion 5.1.26881
(C>» Copyright 1985-2801 Microszoft Corp.

H:%»ping 192.168.38.1 -t
inging 192.168.38.1 with 32 bytes of data:

from 192.168.38.1: hytes=32 time=1ms TTL=127
from 192.168.38.1: hytes=32 time=1ims TIL=127
from 192.168.38.1: hytes=32 time=1ims TTL=127
from 192.168.38.1: hytes=32 time=1ims TIL=127
from 192 _168.38.1: bytes=32 time=1ims TIL=127
from 192 _168 _38.1: bytes=32 time=ims TIL=127
from 192_168.38.1: bytes=32 time=1ims TTL=127
from 192 _168.38.1: bhytes=32 time=1ms TTL=127
from 192_168.38.1: hytes=32 time=1ims TTL=12%

from 192.168.2.4: bytes=32 time=1mz TIL=255
from 192_.168.2.4: hytes=32 time=1ms TTL=255
from 192.168.2.4: hytes=32 time=1ms TTL=255
from 192 _.168.2.4: byte=z=32 time=1ms TIL=255
from 192.168.2.4: hytes=32 time=1ims TTL=25L5
from 192.168.2. hytes=32 time=1ms TIL=255
from 192.168.2. huytes=32 time=1ms TIL=25%
from 192 _168.2. huytes=32 time=1ims TTL=255
from 192.168.2. huytes=32 time=1ims TIL=25%
from 192_.168.2. hytes=32 timne=1ns TTL=25%
from 192.168.2. hytes=32 time=ims TTL=255
from 192_.168.2. hytes=32 timne=1ms TIL=25%
from 192.168.2. hytes=32 time=1ns TTL=25%
from 172_168.2. hytes=32 time=1ims TTL=255
from 192.168.2 hytes=32 time=1ms TIL=25%
from il hytes=32 tinmne=1mns TTL=25%
from hytes=32 time=1ms TTL=25h
from i hytes=32 timne=1ms TTL=25%
from hytes=32 time=1ms TTL=25%
from hytes=32 time=1ms TIL=255
from b huytes=32 time=1ms TIL=25%
fFrom huytes=32 time=1ims TTL=255
from hytes=32 time=1ims TIL=25G
from hytes=32 timne=1mns TTL=25%
from hytes=32 time=ims TTL=255
from hytes=32 time=1ms TIL=25%
from hytes=32 time=1ms TIL=25%
from hytes=32 time=1ims TTL=255
from b hytes=32 time=1ms TIL=25%
from hytes=32 timne=1ms TTL=25%
from hytes=32 time=ims TTL=255

wh P i e P
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Show Manual Rogue Containment
ﬂ

a Alarms - Microsoft Internet Explorer

File Edit ‘iew Favorites Tools Help e |

Qsack - O E] @ 5;] /._“ Search H1_:;\\‘(Favorites & [_j' k@ B -3
Adldrass |@ htips: /192,168, 2. 5:448 fwebacs/alar mCommandalAction.do

ot

ADMIN
o

ints

-- Belect a commanc
-- Select a command --

i i No. of Assign to me
[] Severity Rogue MAC Address — Vendor Type adio SUOMIEST poje  pateTingUnassign
Type AP RSSI oy Dielate
Clients
- Clear
ary ] Minar 00:09:5k:5d:92:b8 Metgear AP hig -32 i} Tl s

Rogue AP w

Rogue A e [Detecting APs
All States v Map (Hinh Resolution)
Trend

Rogue Clients

Set State to 'Unknown - Alerd’
Set State to 'Known - Internal’
Set State to 'Known - External’

1 AP Containment

q ritainrrent
3 AP Containment

4 AP Containment

All APs “
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Show Authorized Connected — Rogue Contained
ﬂ

PC/1 — Still connected to Cisco 2000 PC/2 — Rogue connection contained

B ; i ﬂ9|fj Command Prompt - ping 192.168.

inging 192.168.2.4 with 32 hytes of data: from 192 _168_38._1: byte=s=32 t:i.me(ims TTL=127
from 192.168.2.4: hytes=32 time=1ims TTL=255 rom - - -1: bytes= timed{lims =
from 192.168.2.4: hytes=32 time=ims TIL=255 frvom 102 d0R.20- 4o hutesde Towe dns Il
i H 23 o O = rom 192 _168_38.1: bytes=32 time=1ms TTL=127
from 192_.168.2.4: hytes=32 time=1ms TTL=255 & = : i =
& : 5 gt g ag ey o from 192.168.38.1: bytes=32 time=ims TTL=127
from 192.168.2.4: bytes=32 time=1ms TTL=25L5 from 192 .168.20.1: hutes—32 time<ims TTL-1297
from 192_168.2.4: hytes=32 time=1ms TTL=255 -~ s e IR Fe e =
4 3 ik ] from 192 _168.38. bytes=32 time=1ms TTL=127
from bytes=32 time=1ms TTL=255% from 192_168.3@.1: bytes=32 time<ims TTL=127
from 172.168.2.4: hytes=32 time=1ms TTL=25% from 192.168.30. bytes=32 time<ims TIL=127
from 192.168.2. bytes=32 time=1ms TTL=255 from 192 _.168.38. hytes=32 time=1ims TTL=127
from 192.168.2. hytes=32 time=1ims TTL=255 from 192 _168.36. byte==32 time=1ims TTL=127
from 1%92.168.2. huytes=32 time=1ims TIL=25% from 1%¥2.168.38. bytes=32 time=1ms TTL=127
from 192.168.2. hytes=32 timne=1ns TTL=25% from 192 _168.308. bytes=32 time<ims TTL=127
from 192.168.2. hytes=32 time=ims TTL=255 from 192 _168_30. hytes=32 time<ims TTL=127
from 1922 . 168.2. hytes=32 timne=1ms TIL=25% from 1%2._.168.38. bytes=32 time=1ms TTL=127
from 192.168.2. hytes=32 time=1ns TTL=25%
from 172_168.2. hytes=32 time=1ims TTL=255

from 172.168.38. bytes=32 ITTL=127
from 172.168.38. bytes=32 i TTL=127
from 192.168.2.4: hytes=32 time-ims TTL=-255 from 132 168301 Bates=o2 L
from 192_.168.2. hytes=32 tinmne=1mns TTL=25%
from 192.168.2. hytes=32 time=1ms TTL=25h

from 192 _168.36. bytes=32 TTL=127
fl‘l:ln_'l 172.168.38. bytes=32 time<ims TTL=12%7

from 192.168.2.4: hytes=32 time=ims TTL=255 Cland ank.

from 192.168.2. bytes=32 time=1ms TTL=255 Cariad Dok

from 192.168.2. hytes=32 time=1ms TIL=25L5 timed ont.

from 1%2.168.2. huytes=32 time=1ms TIL=25% timed out .

from 192 _168.2. huytes=32 time=1ims TTL=255 timed out.

from 192.168.2. hytes=32 time=1ims TIL=25G timed out.

from 192_.168.2. hytes=32 timne=1mns TTL=25% timed out.

from 192.168.2. bytes=32 time=1ims TTL=255 timed out.

from 192_168.2. byte==32 time=1ms TTL=255% timed out.

from 192.168.2. bytes=32 time=ims TTL=255 timed out.

from 192_.168.2.4: hytes=32 time=1ims TTL=255 timed out.

from 192.168.2. hytes=32 time=1ms TIL=25%

from 192_.168.2. hytes=32 timne=1ms TTL=25%

from 192.168.2. hytes=32 time=ims TTL=255

ko ok ok ok ek

timed out.
timed out.
timed out.
timed out.
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Agenda
ﬂ

- WLAN Security Vulnerabilities and Threats

- WLAN Security Authentication and Encryption
* Wireless IDS

* Wireless NAC
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;. Control de Admisién?
ﬂ

1. Clientes “Non-compliant” 2. Conexion permitida 3. Extensién de la
intentan la conexion Infeccidn

Edificio P CAMPUS

ey

—7
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Control de Admision:

Que hace
1. Clientes “Non-compliant” 2. Cuarentenal 3. Contencién de la
intentan la conexion remediacion infeccion

Edificio

e |

— PV k- dCorporativa
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Cisco NAC : Dos modelos
ﬂ

CSCQ NAC

NAC FRAMEWORK NAC APPLIANCE
Tradicional Cisco Solucion Cisco
NAC Clean Access

Solucién integrada con Solucién autocontenida
todo el equipamiento
Cisco

« Aadaptacion a las necesidades de cada cliente
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¢, En que se diferencian?

Clientes accediendo
alared

@

Credenciales

NAC
Infraestructura EAP/UDP,
. EAP/802.1x
Cisco
Trust N tf
Agent g otificacion
|
NAC Credenciales
APPLIANCE .
Cisco UDP( discovery)
Clean SSL
Access

Notlflcacmn
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Dispositivos
de red

Politicas

®

M/ I

7S

Politicas

©®

Servidor de
Politicas Punto
de decisiony
remediacion

Server Servidores
Q de partners
Credenciales Credentials
= =
RADIUS HTTPS

Derechos deCumpIe?

acceso Q -~
Clean Access
Q Manager cisco.com

Credenciales (CCA)

= ==

SNMP
Update Server
Cumple / Windows. Symantec,

Mcafee, Trend,
Sophos, Zone, CA etc.

(rep@)
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NAC Appliance: Cisco Clean Access

Despliegue inalambrico
ﬂ

NAC Appliance Arquitectura en linea

Metwork
Host Attempting Access Metwork-Based
Mebwork Access Device Enforcemant

Windows
Updates

Internety
Intranat

A O L o L R e e YT

E -
(=]
=L
E Antiirus
g.0. Symaniec IP
‘§ Mehfee
S r Clean | Clean
o ¥ i
2 ' Access | Access
= ; Server : Manager
Custom Chacks
e.9. spyware, Cisco A A
Securty Agent
Security Policy Security Policy
i Enforcement Creation
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NAC Framework

Despliegue inalambrico

PA Auténomos
Dispositivo de

accediendo a

\— acceso \
e 802.1X /
CI|entC;OQOQOOOOOoOO -|

.

Servidor
de partner

=
HCAP

la red Asignacion

dinamica de RADIUS

VLAN
PA Lightweight E’

Servidor

‘ ‘ Dlszziletls\g)y Controlador 45 PEGUED
- 0009%25;);% \
= (I
Cll.ente mj Asignacién 3 HCAP 3
accediendo a -: 3000 dinamica de

la red PA VLAN

RADIUS
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